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IRREVERSIBLE CONSEQUENCES
RACIAL PROFILING AND LETHAL FORCE IN THE “WAR ON TERROR”

I. Executive Summary
A. Overview
Since the September 11, 2001 attacks in the United States (U.S.) a number of countries
have either adopted or reinforced counter-terrorism measures that stand in direct contradiction to
established human rights norms. Under the pretext of protecting national security in the global
“war on terror” States have, for example, violated the right to due process of law, the right to be
free from torture and other cruel, inhuman and degrading treatment, the right to be free from
discrimination, and even the right to life.
Under international law, States have both a right and a duty to protect individuals within
their borders; this includes protecting individuals from acts of terrorism. Measures taken in
fulfillment of this duty, however, must also respect the rule of law, human rights, and
fundamental freedoms. To date, few States have been able to effectively reconcile this dual
obligation to protect national security while respecting human rights. A recent example of this
failure is the adoption of “shoot-to-kill” policies to deal with suspected terrorists.
In 2005 a number of “shoot-to-kill” policies authorizing the use of lethal force against
suspected suicide bombers came to light. Following the July 22, 2005 killing of Jean Charles de
Menezes, a Brazilian electrician who London police mistook for a suicide bomber, the United
Kingdom (U.K.) revealed the existence of a national “shoot-to-kill” policy named Operation
Kratos. Also in 2005, reports surfaced that the U.S. Capitol Police had become the first police
department in the U.S. to adopt a “shoot-to-kill” policy for dealing with suspected suicide
bombers. Other U.S. law enforcement agencies are considering following suit. In late 2005 the
U.S. National Bomb Squad Commanders Advisory Board issued and distributed the first national
protocol on suicide bomber response.
The use of “behavior pattern recognition” has similarly emerged as a trend in counterterrorism training. Senior U.S. intelligence specialists, for example, have argued that it would be
more useful to attempt to identify and isolate the type of behavior that might precede an attack
rather than focusing on “the type of person who fits a profile of a terrorist.” Behavior pattern
recognition is already being introduced in airport and transportation security in the U.S., and in
law enforcement in the U.K. Both “shoot-to-kill” policies and behavior pattern recognition
techniques have long been used in Israel, whose counter-terrorism experts are actively recruited
to train law enforcement and security personnel worldwide on the implementation of these
policies and techniques.
On July 8, 2005, a day after the London bombings, the International Association of
Chiefs of Police (IACP), an organization of global membership that facilitates the training and
cooperation of police officers in the U.S. and worldwide, released its guidelines on the detection
and prevention of suicide bombings. These guidelines are articulated in IACP’s Training Keys
581 and 582 (entitled Suicide (Homicide) Bombers I & II, respectively) (hereinafter “Training
Keys”). To detect potential suicide bombers, Training Key 581 instructs police officers to look
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for certain behavioral and physical characteristics, similar to those identified in behavior pattern
recognition guidelines. To prevent potential suicide bombers, Training Key 582 promotes the use
of lethal force, encouraging officers to aim for the suspect’s head and shoot-to-kill.
Both “shoot-to-kill” policies as well as the indicators associated with behavior pattern
recognition are often marked by a lack of transparency in terms of their content, adoption, and
implementation. This secrecy is frequently attributed to the imperative of maintaining national
security. While protecting national security is of paramount importance, policies that empower
law enforcement officials to disregard established standards on the use of lethal force and to
substitute reliable intelligence with confusing and often stereotyped profiles of threatening
individuals, must be made subject to public scrutiny.
Unlike official “shoot-to-kill” policies, the Training Keys are publicly available
documents. Though not official government policy, they are the subject of this Briefing Paper
because: a) they are emblematic of both existing official policies and policies under
consideration; and b) they have the potential to influence police departments—particularly in the
U.S. where the IACP is headquartered—to train police officers to use behavioral profiling
techniques, and to adopt and implement “shoot-to-kill” policies in response to terrorism-related
threats.
While a shift away from focusing on the “the type of person” who fits a terrorist profile
toward the type of behavior that might precede an attack is laudable, this Briefing Paper argues
that the indicators contained in Training Key 581 will not be implemented in a neutral manner.
Specifically, it concludes that these indicators are proxies for racial, ethnic and religious profiling,
and that implementation of the Training Key will disproportionately target Muslims, Arabs and
South Asians, or those perceived to be Muslim, Arab, or South Asian.
Additionally, while the use of lethal force may, under certain circumstances, be both
necessary and justified, especially when responding to the imminent detonation of a bomb,
Training Key 582 promotes the use of lethal force even when the threat of harm is not imminent
and where the very existence of a bomb has not been confirmed. Instead, officers are encouraged
to infer the existence of the “capability to detonate” a bomb or the threat of such use on the basis
of overly-broad physical and behavioral characteristics, that will in the overwhelming number of
cases end up targeting Muslims, Arabs and South Asians, or those perceived to be Muslim, Arab,
or South Asian.
This Briefing Paper analyzes the Training Keys in light of relevant international and
regional human rights law, and U.S. domestic law, and concludes that the implementation of the
Keys by police departments would result in violations of standards prohibiting unjustified
discrimination and the arbitrary use of force.
In so doing, it challenges a major precept of the “war on terror” campaign generally, and
“shoot-to-kill” and profiling policies specifically: that the attacks of September 11, 2001 have
heralded a new era that warrants new approaches to law enforcement, and justifies a departure
from established human rights norms. Such an approach ignores the intricacies and breadth of the
human rights regime, which recognizes the duty of States to protect persons against terrorist
attacks, while also setting out appropriate and necessary prohibitions on discriminatory treatment
and the arbitrary deprivation of human life. These prohibitions seek to ensure that all persons are
truly secure and protected. By contrast, profiling on the basis of race, religion, ethnicity and
nationality sends the problematic message that the security of some is worth more than the
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security of others; or worse, that human rights abuses against those who fit into this ill-defined
category of “terrorist” are a necessary pre-condition to ensuring the security of the nation.
B. The “Suicide Bomber Profile”
Training Key 581 makes explicit and implicit references to Muslims in its delineation of
characteristics that signify a potential threat. Training Key 581 provides a brief history of suicide
bombings, with a specific focus on the activities of Islamic militants, including Al Qaeda. The
Training Key also contains a number of references to religious behavior as a basis for suspicion.
For example, officers are encouraged to look for persons “mumbling (prayer)”; “…sudden
changes in behavior—for example, a fanatically religious person visiting sex clubs (or the
reverse)…”; and the smell of “scented water (for ritual purification).” These religion-based
indicators, while neutral on their face, when read in conjunction with other parts of the Training
Key that make explicit references to “shahid,” “jihad” and “Muslim zealot,” will lead to the
disproportionate targeting of Muslims or those perceived to be Muslim.
Despite its conclusion that “no suicide bombing profile exists,” Training Key 581
provides a series of indicators (related to behavior, appearance, smell, equipment and vehicle)
under the heading “Suicide Bomber Preincident Indicators” and then sets out a “checklist” of
physical and behavioral characteristics that should be cause for concern under the heading
“Suicide Bomber Profile.”
These indicators include:










the wearing of loose or bulky clothing in the summer;
pacing back and forth;
fidgeting with something beneath one’s clothing;
failure to make eye contact;
being in a drug-induced state;
strange hair coloring;
wearing too much cologne;
wearing talcum powder; and
being overly protective of one’s baggage.

These broad and over-inclusive indicators leave far too much room for error. Officers are
effectively encouraged to interpret potentially non-threatening behavior as threatening. The
potential for error has already been borne out in incidents in London and Miami where fatal
mistakes were made by the police as a result of purported reliance on indicators similar to those
found in the Training Keys.
Two weeks after the July 7, 2005 bombings in London, and one day after the failed
bombings of July 21, Jean Charles de Menezes was shot and killed by police officers in the
Stockwell Underground tube station in London. De Menezes, a Brazilian national, was
mistakenly identified by the officers as a suspect in the failed July 21 bombings. The police
initially claimed that they suspected de Menezes because of his “clothing and behaviour.”1
According to the police, de Menezes was followed leaving a suspected terrorist’s home and was
wearing a dark bulky jacket that could have been hiding a bomb.2 Police claimed that he vaulted
over the ticket barrier to gain entry into the tube station and that he was gunned down in hot
pursuit.3 The leaked results of an official investigation revealed that the police’s initial claims
were not true. De Menezes was in fact wearing a light denim jacket and used his travel card to
gain entry into the station.4 He was not running away from the police and was reportedly

7

unaware that he was being followed.5 Once inside the train he was pinned down by police
officers and shot in the head at close range multiple times.6 Police officers reportedly mistook de
Menezes for a suspect in the failed July 21 bombings, in part because he had “Mongolian eyes.”7
The Training Keys also include factors such as “mumbling,” “pacing back and forth,”
and “being overly protective of one’s baggage” that could lead to the erroneous targeting of the
mentally ill, as was demonstrated when an airline passenger with bi-polar disorder was shot and
killed by Federal Air Marshals in Miami. On December 7, 2005, Rigoberto Alpizar, a 44-yearold U.S. citizen of Costa Rican descent, and his wife boarded a flight in Miami headed to
Orlando. Following an argument with his wife, Alpizar, who was visibly agitated and clutching
his bag, ran to the front of the airline declaring that he had to get off the plane.8 After Air
Marshals became involved and began to escort Alpizar off the plane, his wife ran after them
yelling that her husband, who suffered from bi-polar disorder, was ill and off his medication.9
After being removed from the plane, Alpizar was shot and killed on the jetway, allegedly as he
was reaching for his bag.10 There are no witness accounts confirming that Alpizar claimed that he
had a bomb, as was stated by the Air Marshals involved in the shooting.11
Both Alpizar and de Menezes were also dark-skinned men who superficially matched
what has become the generally accepted profile of the “terrorist”; namely, young Muslim men of
Middle Eastern or South Asian origin. The scope for all of the behavioral indicators contained in
the Training Keys to be read in non-neutral ways is heightened by the widespread acceptance of
this profile, and by the discriminatory targeting of Muslims, Arabs, and South Asians in a variety
of post-September 11, 2001 counter-terrorism measures.
In the “war on terror,” individuals profiled on the basis of their race, religion, ethnicity,
and/or nationality (namely Arabs, Muslims and South Asians or those perceived to fit these
categories) have been subject to stops and searches while driving, flying, traveling through
airports, and even while praying. They have been illegally detained, deported, required to submit
to special registration, “disappeared,” and rendered to countries where it is likely that they will be
tortured. Profiling in the context of a “shoot-to-kill” policy threatens the ultimate sanction—
death by extrajudicial execution.
C. The Use of Lethal Force
The irreversible consequences of a “shoot-to-kill” policy necessitate that police officers
discharge lethal force only when necessary and when the threat of harm to the officer or others is
imminent. Instead, Training Key 582 identifies the circumstances in which lethal force is justified
as follows:
Officers should be reminded that the law does not require that the threat of death or
serious injury be imminent, as is sometimes noted in police use-of force policies. This
point is very important in any deadly force encounter, but even more so when one is
dealing with explosive devices capable of widespread death and destruction. One need
not wait until a suicide bomber makes a move or takes other action potentially sufficient
to carry out the bombing when officers have reasonable basis to believe that the suspect
has the capability to detonate a bomb. The threat of such use is, in most instances,
sufficient justification to employ deadly force. An officer need only determine that the
use of deadly force is objectively reasonable under the circumstances.
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The Training Key removes the “usual safeguards” that normally attach to the use of
force. Specifically the Training Key:






Rejects the requirement, most clearly articulated in international law, that the threat be
imminent;
Omits reference to the requirement under international, regional, and U.S. domestic law
that lethal force be “necessary”;
Fails to ensure that responses to potential suicide bombers will be intelligence-led and
instead focuses on ill-conceived stereotypes and behavioral indicators that are
contradictory, over-broad, biased, and prone to error;
Does not reflect on the importance and nature of a command structure to ensure that uses
of force are appropriately controlled; and
Fails to contemplate the wide-range of potential suicide bomber scenarios or the wide
range of responses that these scenarios may attract.

The Training Key suggests a dilution of existing standards on the reasoning that “when
one is dealing with explosive devices capable of widespread death and destruction” a different set
of standards apply. The fatal consequences of a “shoot-to-kill” policy necessitate an approach
that reinforces existing safeguards, instead of diluting them. Moreover, international, regional
and U.S. domestic law recognize that there will be moments when lethal force is justified, but
they also assist law enforcement officials and protect populations by stipulating important
thresholds of reasonableness, imminence, and graduated use of force to ensure that the use of
lethal force does not amount to an arbitrary deprivation of life.
By removing these safeguards and not offering any alternate checks on uses of force, the
Training Keys place both officers and “suspects” in great peril. The power to deploy lethal force
is an awesome responsibility for any police officer. The inappropriate use of force has several
consequences for the offending officer, including civil or criminal liability, work-related
penalties, and great emotional stress. These consequences further underscore the need to exercise
great caution in the use of force both for the sake of the suspect and for the sake of the officer
involved. Instead of giving officers sufficient guidance in the exercise of this immense
responsibility, the Training Keys widen the suspect class of suicide bombers to include all
Muslims or those perceived to be Muslim, resulting in an unworkably large and highly arbitrary
suspect pool. Second, the Training Keys’ use of broad and over-inclusive indicators (such as the
wearing of loose or bulky clothing in the summer, pacing back and forth, fidgeting with
something beneath one’s clothing, failure to make eye contact, and so on) creates the potential for
non-threatening persons to be targeted for actions that the Training Key encourages officers to
interpret as threatening. Third, the indicators are contradictory and inconsistent. Officers are
told, for example, to look for individuals who are nervous and individuals who are calm,
individuals who are overtly Muslim and individuals who hide their identity so as to blend in with
the environment. In sum, the guidelines are meaningless to officers who have only a few seconds
to decide whether an individual constitutes a real threat before deploying lethal force. The lack of
real guidance will also leave officers to rely on their own assumptions on whom to treat as
suspect.
D. Profiling and National Security
The use of profiling in Training Key 581 is emblematic of a broader “war on terror”
phenomenon of using race, religion, ethnicity, and nationality as a proxy for criminal suspicion of
terrorist activity. Profiling amounts to lazy police work—instead of investigating crimes on the
basis of reliable intelligence, the net is cast widely in the hope of (unlikely) success. The faulty
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nature of this premise has already been borne out in the U.S. where widespread round ups,
questioning, and special registration of thousands of young Arab and Muslim men did not result
in a single charge related to terrorist activity. In the context of a “shoot-to-kill” policy, the
profiling of Muslims—or those perceived to be Muslims on the basis of their race, ethnicity, or
nationality—is not just lazy, it is fatal.
Profiling is also counterproductive to governments’ efforts to ensure national security,
and a waste of precious law enforcement resources. Profiling compromises the trust between
police officers and the communities in which they operate. Profiling also diverts limited
resources away from identifying real threats to national security, and threatens to undermine the
very goal of security by sending the message to those planning terrorist attacks that their efforts
will be successful as long as they deploy individuals who do not fit this racialized “terrorist”
profile.
Ultimately the use of profiling is a dehumanizing exercise that ascribes criminal or
terrorist tendencies to entire communities on the basis of their race, ethnicity, religion, or
nationality. State-sanctioned profiling also legitimizes the prejudice of the general public. Hate
crimes against Arabs, Muslims, and South Asians in the U.S. and Europe have increased
dramatically since September 11, 2001, with incidents ranging from threats, harassments, and
employment discrimination, to major assaults, arson, and murder. Unchecked abuses by both
state and non-state actors send the problematic message that those belonging to, or perceived to
be belonging to, these communities can legitimately be targeted as the “terrorist” other.
E. Moving Forward
The prohibitions against discrimination and the use of lethal force apply in both preincident assessments of suicide bomber threats, as well as the actual use of force against
suspected suicide bombers. However, governments also have obligations that apply to their postincident responses to the shooting of suspected suicide bombers. This includes a duty to
investigate allegations of discrimination and arbitrary uses of force, and to prosecute all of those
responsible. While these post-incident steps can help ensure accountability for illegal shootings,
they will never be able to reverse its consequences: the loss of human life. Before reaching this
point of no return, States should make public their plans to introduce these policies, invite
dialogue with communities most threatened by them, and sufficiently train police officers on the
prohibitions against racial profiling and the use of deadly force.
The Center for Human Rights and Global Justice calls on States and police departments
considering the adoption of such policies to ensure that these policies comply with fundamental
human rights norms. Specifically, the Center calls on officials to:





Make public their plans to introduce these policies, invite dialogue with communities
most threatened by them, and sufficiently train police officers on the prohibitions against
racial profiling and the arbitrary use of deadly force.
Ensure that law enforcement officers do not substitute reliable intelligence with
behavioral indicators that operate as proxies for racial, ethnic, and religious profiling.
Ensure that strategies for responding to potential suicide bombers operate within the
framework of existing legal standards that include safeguards relating to necessity and
imminence to check against arbitrary uses of lethal force.
Publicly investigate allegations of racial profiling and illegal uses of force in all counterterrorism measures and prosecute those found responsible for these violations.
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Fundamental rights must not become casualties to the politics of fear that have
characterized States’ responses to the “war on terror.” Only a faithful adherence to human rights
norms that are grounded in international, regional, and domestic law can help ensure that all
persons are truly secure and protected.
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II. Introduction
The last few years have witnessed a proliferation of “shoot-to-kill” policies designed for
use against those suspected of taking part in terrorist activity.12 Despite the serious and even
lethal consequences of these policies, precise information about their adoption, content and
implementation is often either unclear or unavailable to the public. One suggested policy that is
publicly available is contained in Training Keys 58113 and 582,14 entitled Suicide (Homicide)
Bombers I & II, respectively. (hereinafter “Training Keys”). The Training Keys were released by
the International Association of Chiefs of Police (IACP) in July 2005.15 Together, these
documents provide guidance to police officers on how to identify and neutralize suspected suicide
bombers.
The “shoot-to-kill” strategy contained in the Training Keys is indicative of a broader
worldwide trend to authorize or encourage the deployment of lethal force against suspected
terrorists.16 The Training Keys’ focus on particular behavioral and physical characteristics is also
representative of a broader trend to substitute reliable intelligence with confusing and often
stereotyped profiles of threatening individuals. Increased reliance on police officers as frontline
defenders against terrorist attacks in urban and other environments17 necessitates closer scrutiny
of guidance given to police officers on how to best protect national security interests. The
Training Keys provide a concrete way to bridge the information gap on these policies and to
begin to scrutinize the principles that underpin them. The representative nature of the Training
Keys also opens the door to a broader critique of problematic global law enforcement trends of
which the Training Keys are emblematic.
To facilitate this critique, this Briefing Paper is divided into two broad sections. The first
section begins with a description of the IACP and a discussion of the content of the Training
Keys. It then considers the significance of the Training Keys as both representative and
formative policy tools. The second section analyzes the Training Keys from a legal perspective.
It reiterates the applicability of human rights law to “shoot-to-kill” policies and examines three
main legal issues: the duty of States to protect those within their border; the prohibition against
discrimination; and rules limiting the use of lethal force. Both the sections on discrimination and
the use of force focus on applicable international and regional human rights law18 and on United
States (U.S.) domestic law.19 The Briefing Paper’s conclusion turns to States’ post-incident
responses, and argues that States have a duty to investigate allegations of discrimination and
arbitrary deprivations of life.

III. The IACP, Training Keys 581 and 582 and “Shoot-to-Kill”
Policies
A. What is the IACP?
1.

The IACP: Role and Organizational Structure

The IACP is the world’s oldest and largest nonprofit organization of police executives,
with close to 20,000 members20 in 101 countries.21 Despite its international character, the IACP
is most closely identified with the U.S. The IACP is headquartered in Virginia; its membership is
overwhelmingly comprised of serving and retired U.S. police officers; its leadership is U.S.
dominated;22 and it has long been involved in the development of law enforcement policies in the
U.S.23 Additionally, the IACP trains law enforcement officers in the U.S. and abroad with a view
to fostering police co-operation and promoting the exchange of best practices.24 Its international
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work is facilitated, in part, by its “World Regional Offices”25 and by its close relationship with
other international organizations.26
2.

The IACP and Training Keys 581 and 582

A number of the IACP’s activities have focused on developing the counter-terrorism
capacity of law enforcement officials. The IACP has provided training27 (including a training
course on “Terrorism Tactics and Counter Measures – ‘Homicide Bombers’”)28 and has
supported or co-operated with the training programs of other organizations on similar topics. In
2004, for example, three training programs on responses to suicide bombers were held in Israel
for U.S. law enforcement officers as part of the Law Enforcement Exchange Program (LEEP) of
the Jewish Institute for National Security Affairs (JINSA) with the “support and co-operation” of
the IACP.29 Local law enforcement officers have attended and participated in such programs,30
which represent perhaps the largest counter–terrorism cooperative training enterprise between the
U.S. and Israel.31 Against this backdrop, in July 2005 the IACP issued the Training Keys.
B. What are Training Keys 581 and 582?
1.

Relationship and Content

Training Key 581 addresses the nature and history of suicide bombings32 and sets out a
“suicide bomber profile.” Training Key 582 identifies the way in which law enforcement officers
should then respond to potential suicide bombers. These Training Keys are to be used in
conjunction with each other.33 The broad content of the Training Keys can be summarized as
follows:


Training Key 581: On the nature of suicide bombings, Training Key 581 concludes that
suicide bombings: are a hybrid between crime and war;34 are mainly either individual or
vehicular;35 and contain various strategic advantages.36 While the Training Key contends
that “no suicide bombing profile exists”37 it then proceeds to provide a series of
indicators (behavior, appearance, smell, equipment and vehicle) under the heading
“Suicide Bomber Preincident Indicators” and a “checklist” of the most obvious signs of a
potential suicide bomber under the heading “Suicide Bomber Profile.”38 The checklist
includes references to clothing, appearance and smell to assist police officers in detecting
a threat.



Training Key 582: identifies the circumstances in which a police officer should resort to
lethal force to deal with a suspected suicide bomber. The Training Key contends that
lethal force is authorized if the suspect constitutes a threat of death or serious injury,
either to officers or members of the public.39 The Training Key rejects a requirement that
an attack be “imminent” before lethal force is used, while noting that this requirement is
sometimes contained in police policies on use of force.40 The precise test of when resort
to force is justified is articulated as follows:
One need not wait until a suicide bomber makes a move or takes other action
potentially sufficient to carry out the bombing when officers have reasonable basis to
believe that the suspect has the capability to detonate a bomb. The threat of such use
is, in most instances, sufficient justification to employ deadly force. An officer need
only determine that the use of deadly force is objectively reasonable under the
circumstances.41
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Training Key 582 provides guidance on the type of force that should be used once this
determination has been made: officers are told to aim at the target’s head:
[I]f lethal force is justified, all shots should be aimed at the bomber’s head—
specifically, at the tip of the nose when facing the bomber, at the point of the ear
canal from the side, or about one inch below the base of the skull from behind. An
accurately placed head shot will terminate the bomber before he or she can take
action to detonate the explosive device and will not accidentally set off the device.42
2.

Significance of the Training Keys: Representative and Formative

The Training Keys are emblematic of a broader trend to either recommend or implement
“shoot-to-kill” policies in response to the threat of suicide bombings. The United Kingdom
(U.K.) began developing tactics to respond to suicide bombers in the aftermath of September 11,
2001 and in 2003 adopted a national “shoot-to-kill” policy entitled Operation Kratos (see box).43
In the U.S., the U.S. National Bomb Squad Commanders Advisory Board issued the first national
protocol for suicide bombers response in late 2005;44 while the U.S. Capitol Police has already
adopted a “shoot-to-kill” policy for suicide bombers.45 According to this policy, officers are
trained to recognize the “usual traits and characteristics of suicide bombers” and are instructed to
“aim for the head.”46 Each of these policies is marked by a lack of transparency in their adoption
and implementation.47 This secrecy is frequently attributed to the imperative of maintaining
national security.48
As noted above, the IACP Training Keys are publicly available documents that are
indicative of the general thinking that underlies “shoot-to-kill” policies.49 The fact that the
Training Keys are based in part on an Israeli model of using behavioral profiles to identify suicide
bombers50 make them key points of insight for the policies of other countries that are also known
to draw on the Israeli approach, despite concerns about the applicability of this approach outside
of Israel.51 Israeli security personnel, for example, provide training to their American
counterparts on how to deal with suicide bombers52 and there has also been close co-operation
between the U.K. and Israel on the formulation of U.K. policy and the training of U.K. officers.53
More generally, the relevant Israeli actors (the Israeli Defence Forces, police and emergency
response teams) are seen as the “primary international exemplars in their domestic responses to
suicide bombing.”54
The significance of the Training Keys is not limited to their representative character. The
Training Keys also have the potential to influence the adoption and implementation of future
“shoot-to-kill” policies of police departments, particularly in the U.S. This potential is
heightened by four factors:


The adoption of “shoot-to-kill” policies is currently being debated by law enforcement
officials in the U.S., at least one of whom has stated that “shoot-to-kill” would be the
“inevitable policy” following a suicide bombing in the U.S.;55



Police officers are increasingly relied upon (and receive training) in counter-terrorism
activities;56



Local police departments have independent authority to adopt and implement use of force
policies.57 As mentioned above, the U.S. Capitol Police have already adopted a “shoot-tokill” policy;58 and
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The IACP is extensively involved in the training of U.S. police officers59 including in
training on the use of force.60 The closeness of the relationship between the IACP and
U.S. police departments is demonstrated by the fact that U.S. Capitol Police Chief
Terrance Gainer formerly served on the Terrorism Committee of the IACP and that the
U.S. Capitol Police policy “helped guide” the IACP Training Keys.61

While the Training Keys in and of themselves are not official policy, and therefore not
subject to legal scrutiny, existing and future “shoot-to-kill” policies that track elements of the
Training Keys, implicate international, regional and domestic law on discrimination and the use
of force. Subjecting the Training Keys to scrutiny under these laws therefore allows for a critique
of the general ideas that have, and will continue to, inform government “shoot-to-kill” rules, both
in the U.S. and worldwide.
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Operation Kratos
In the aftermath of September 11, 2001, the U.K. developed a “series of tactics to deal with the threat
posed by a suicide bomber” identified as Operation Kratos.62 Operation Kratos is a “national policy” that was
“centrally” “adopted” and “ratified” by the U.K. Association of Chief Police Officers (ACPO) in 2003.63 Citing a
need to protect national security, detailed information on the tactics and technologies employed in Operation
Kratos has not been made available to the public.64 Following the July 2005 de Menezes shooting,65 however, the
Metropolitan Police Authority (MPA)66 issued a report describing “how the MPS [Metropolitan Police Service]
developed its response to the threat of suicide terrorism.”67 While emphasizing that the nature of a suicide attack
calls for “positive action” by law enforcement68 and recognizing in some circumstances that “[l]ethal force may be
the only option,”69 the information publicly available on Operation Kratos indicates that it:
Purports to operate within the boundaries of the existing legal framework on the use of lethal force.
A number of statements by U.K. officials have reiterated that the Operation Kratos tactics “are wholly consistent”
with relevant U.K. domestic law and the ACPO Manual of Guidance on Police Use of Firearms70 and emphasized
the requirement that the threat be imminent and that resort to force be “absolutely necessary”71 be observed.
However, according to a review of leaked documents, legal advice on the Operation Kratos guidelines suggests
that officers seeking to defend their uses of force will be able to avail themselves of the “much more liberal”
defense that they “believed” they were acting reasonably, rather than having to prove that “they had acted
reasonably in shooting dead an unarmed person.”72 This legal advice is conceived of as a lesser standard than that
applied in Israel, for example, where officers must “demonstrate that a suspect is actually carrying a bomb before
they are permitted to open fire.”73
Puts in place a distinct command structure where a specific individual is nominated as being responsible for the
decision on whether force should be used against a suicide bomber.
Operations taken pursuant to Operation Kratos will be commanded by “(s)pecially trained ACPO officers, acting
as the ‘Designated Senior Officer’, (DSO)… It is the DSO who will give the order to a firearms officer to shoot.
Legal advice to support this stance has been obtained. There is a DSO on call 24 hours per day, seven days per
week to deal with suspected suicide terrorist incidents.”74
Identifies different options for different types of suicide bomber threats.
Operation Kratos is divided into three separate plans: Operation Andromeda (for “spontaneous sighting” of a
suspected suicide bomber by a member of the public); Operation Beach (“an intelligence-led covert operation to
locate and arrest persons suspected of involvement in acts of terrorism”); and Operation Clydesdale (to address
situations where “intelligence has been received about a suicide attack on a pre-planned event”).75 The U.K.
policy anticipates that resort to lethal force will not be the automatic police response for each of these Operations.
It stipulates that “The options for all three operations range from an unarmed stop of the suspect by uniformed
officers through to the deployment of armed police officers” without disclosing the tactics of each of these
options.76
Claims that there is no suicide bomber profile but provides officers with indicators on how to identify suspects
that are similar to those found in IACP Training Key 581.77
A review of leaked documents reveals that Operation Kratos guidelines instruct officers to “…look for people who
may be sweating or look ‘recently clean shaven (with) short hair’.” According to the document, suspicious
behavior also includes ‘mumbling, possibly praying, looking anxious, wearing bulky clothing not in keeping with
the weather, (and) holding something in the hand/clenched fist; wire or toggle protruding from bag.”78 The MPA
has publicly stated that although there is no suicide bomber profile, there are particular groups that “may feel more
vulnerable owing to public perceptions of suicide terrorists and their ethnic origins or religious beliefs.”79 For this
reason, the MPS Diversity Directorate is to develop a “community communications strategy” to improve
information flows and where appropriate involve vulnerable groups in review of Operation Kratos.80
Authorizes investigations into the implementation of these tactics (such as the investigation into the de Menezes
shooting),81 on the basis that police officers are “not above the law.”82
As of October 26, 2005 existing tactics under Operation Kratos were being reviewed but remained in place.83
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IV. Training Keys 581 and 582 and International, Regional and U.S.
Domestic Law
A. How does human rights law apply to “shoot-to-kill” policies?
As with any government activity, the adoption and implementation of a “shoot-to-kill”
policy must comply with applicable domestic, regional, and international law. This section of the
Briefing Paper identifies the content of these applicable rules with respect to two broad areas
implicated by “shoot-to-kill” policies that rely on behavioral profiling: the prohibition on
discrimination and limitations on the use of force. In looking to the applicable legal regimes, this
Briefing Paper challenges a major precept of both the “war on terror” campaign and “shoot-tokill” rhetoric: that the attacks on New York and Washington D.C. have heralded a new era in
which new approaches to law enforcement and international law are warranted, and a departure
from human rights norms is justified.84
In a “shoot-to-kill” context, this precept often has two elements. The first seeks to
diminish the significance of human right law by shifting questions about “shoot-to-kill” policies
from a law enforcement framework to an international humanitarian law framework.85 There are
traces of this approach in Training Key 581 when it describes suicide bombings as a hybrid
between crime and war, and seeks to distinguish suicide bombers from “ordinary criminals.”86
The second is to undermine the utility of human rights law by setting up a false conflict between
“the human right not to be blown up by terrorists and the human right not to be arbitrarily shot by
the police.”87 This approach ignores the intricacies and breadth of the human rights regime which
recognizes the duty of States to protect persons against terrorist attacks, while also setting out
requirements of non-discrimination and protection against arbitrary deprivation of life that seek to
ensure that all persons are truly secure and protected.
B. What does a State’s duty to protect entail?
International and regional human rights law recognizes that the State has a right and a
duty to protect its nationals and others against terrorist attacks.88 Under international law, this
duty is primarily set out in Article 6 of the International Covenant on Civil and Political Rights
(hereinafter “ICCPR”). Article 6 imposes a legal duty on States to exercise due diligence in
protecting the life of every person within their territory and jurisdiction from attacks by criminals,
including terrorists.89 This duty includes an obligation to take reasonable and appropriate
measures to protect the life of persons under a State’s jurisdiction, and to be cognizant of threats
to their personal security.90
Regional law contains similar obligations. Article 2(1) of the European Convention for
the Protection of Human Rights and Fundamental Freedoms (hereinafter “the European
Convention”) enjoins the State to take appropriate steps to safeguard the lives of those within its
jurisdiction.91 This imposes a duty on the State to secure the right to life by putting in place
effective criminal law provisions to deter the commission of offences, backed up by lawenforcement machinery for the prevention, suppression and punishment of breaches of such
provisions.92 It may also extend in appropriate circumstances to a positive obligation to take
“preventive operational measures” to protect those at risk from another’s criminal acts.93 In the
Inter-American system, the Inter-American Court has similarly held that “[W]ithout question, the
State has the right and duty to guarantee its security.”94 The Court has further held that the duty
to ensure the security of a State must be discharged in accordance with law and morality.95 In the
case of Velásquez Rodriguez, the Court remarked that “regardless of the seriousness of certain
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actions and the culpability of the perpetrators of certain crimes, the power of the state is not
unlimited, nor may the state resort to any means to attain its ends. The state is subject to law and
morality. Disrespect for human dignity cannot serve as a basis for any state action.”96
The Court’s comments go to a central tenet of human rights law: that protection against
terrorism and respect for human rights “both form part of a seamless web of protection” that
States are required to uphold.97 The ICCPR,98 the European Convention99 and the American
Convention on Human Rights (hereinafter “the American Convention”)100 have all been
interpreted as requiring a State to comply with international human rights law relevant to the
protection of individuals, while attempting to protect national security. This requirement has also
been outlined in a number of regional instruments.101
C. How does international, regional and domestic law prohibit discrimination?
1.

General

In the wake of the events of September 11, 2001, countries worldwide have either
introduced or reinforced a number of counter-terrorism measures in an effort to fight the “global
war on terror.” In most countries, these measures have resulted in serious human rights
violations.102 In the U.S., violations have included arbitrary and mass arrests and detentions,103
special registration programs,104 secret detentions,105 torture,106 deportations,107 and “extraordinary
renditions.”108 Despite the differences in the nature and location of these human rights violations,
one element has been consistent: the disproportionate impact of these measures on Muslims,
Arabs, or South Asians.109 Profiling of Arabs, Muslims, and South Asians has increased
dramatically in the U.S. and elsewhere110 since the events of September 11, 2001,111 with
widespread reports of prejudice, harassment and attacks.112 For example, Arabs, Muslims, and
South Asians (or those perceived to be Arab, Muslim or South Asian) have been subject to stops
and searches while driving,113 flying,114 traveling through airports115 and even while praying.116
All of these activities are in large part based on an assumption that these persons fall into
a broad-based category of “other” and that the “other” are potential “terrorists.”117 This
assumption is at once both generalizing and stigmatizing, as evidenced in the U.S., for example,
by the across-the-board use of the term “persons of interest” to describe Muslims, Arabs, and
South Asians whom the government has targeted in terrorism investigations.118 While this
assumption derives to some extent from the self-proclaimed Islamic identity of the perpetrators of
the September 11, 2001 attacks, it can also be traced to a more general demonization and
targeting of Arabs and Muslims that preceded these events.119 For example, terrorist activities in
the 1980s outside of the U.S. prompted reprisals against Arab-Americans and those appearing to
be Arab in the U.S., prompting 1986 U.S. Senate hearings on the phenomena120 and the prophetic
declaration of one Congressman that he would “…hate to think of the orgy of violence against
Arab Americans that would be unleashed should a terrorist incident occur in the U.S. and be
attributed, correctly or not, to Islamic Jihad or some other Arab Nationalist group.”121
The violations described above implicate a fundamental principle of international,
regional and U.S. domestic law: the prohibition against discrimination.122 Discrimination is
prohibited in a number of international instruments,123 and on a number of grounds, including
race, color, sex, language, religion, political or other opinion, national or social origin, property
and birth.124 One area in which a number of these grounds coalesce is in the construction of the
category of “terrorist.” This category has been described as a “complex matrix of ‘otherness’
based on race, national origin, religion, culture, and political ideology…”125
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As noted above, these indicia of “otherness” broadly point toward two groups: Muslims
and Arabs,126 which in practice encompasses Muslims and non-Muslims of Middle Eastern
descent, as well as Muslims and non-Muslims of non-Middle Eastern descent (such as Sikhs and
other members of the South Asian community).127 These complexities arise because the
categories of “Muslims” and “Arabs” are not discrete signifiers of religious or racial identity: the
racial “Arab” is often conflated with the religious category “Muslim”128 and Islam is racialized to
create an increasing phenomenon of “religiously driven racial discrimination.”129 In addition, the
assumption that all terrorists are Muslim leads law enforcement officers to target “Muslimlooking people,” thereby converting a clearly unacceptable religious stereotype into a racial and
ethnic one.130 These indicia of ethnicity, race and religion also intersect with non-citizenship
status resulting in increased discrimination against Muslim and Arab immigrants.131
While it is increasingly acknowledged that persons may experience discrimination on
multiple grounds,132 the law is still limited in the extent to which it recognizes these
intersections.133 This often means that a challenge to a policy or practice must point to a specific
ground of discrimination that the policy or practice infringes.134 Depending on the particular
circumstances, discrimination against Muslim, Arab and South Asian immigrants may constitute
discrimination on the basis of race, color, descent, ethnic origin, religion, or nationality. The
extent to which these different grounds are recognized, and the tests for determining whether
discrimination exists, vary across international, regional and U.S. domestic law as set out below.
2.

Discrimination and International Law
a)

Grounds of Discrimination

The prohibition against racial discrimination is of key importance in international law.135
The International Convention on the Elimination of all Forms of Racial Discrimination
(hereinafter “ICERD”) is the main international instrument prohibiting both direct and indirect
(see below)136 discrimination on the basis of race, color, descent, or national or ethnic origin.137
States’ obligations to end racial and other forms of discrimination apply to all persons regardless
of their immigration status.138 Importantly, the Committee on the Elimination of Racial
Discrimination (the body responsible for monitoring implementation of ICERD) has stressed both
generally and in its Concluding Observations on specific countries that these obligations must be
observed in anti-terrorism measures.139 Discrimination on the grounds of race, color, and national
or social origin is also prohibited by Articles 2 and 26 of the ICCPR.140 The ICCPR also makes it
clear that the right to non-discrimination “on the ground of race, colour, sex, language, religion or
social origin” is non-derogable, even in times of officially proclaimed public emergencies where
the State may permissibly limit other ICCPR rights.141 However the non-derogability of the
prohibition on racial discrimination does not just derive from the ICCPR: the prohibition against
racial discrimination is a peremptory norm of international law142 from which States cannot
derogate.143
International human rights law also explicitly prohibits religious discrimination pursuant
to Articles 2(1) and 26 of the ICCPR.144 This prohibition on religious discrimination is a nonderogable right under Article 4(2) of the ICCPR.145 While discrimination on the grounds of
religion is not explicitly prohibited by ICERD, it may form part of the discrimination on the
grounds of race, ethnicity, color or national origin.146 Other non-binding instruments also address
the prohibition on religious discrimination.147
Although discrimination on the basis of “nationality” is not explicitly listed in the
ICCPR, the Human Rights Committee (the body responsible for monitoring implementation of
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the ICCPR) has interpreted the ICCPR’s prohibition on discrimination on ‘other status’ (Article
2(1)) to mean that the grounds listed in the Article are non-exhaustive and include prohibition on
the basis of nationality.148 Discrimination on the ground of nationality may include
discrimination on the basis of citizenship and discrimination on the basis of race.149 Despite
Article 1(2) of ICERD exempting from review “…distinctions, exclusions, restrictions or
preferences made by a State Party... between citizens and non-citizens,” the Committee on the
Elimination of Racial Discrimination has confirmed that Article 1(2) cannot be read as
“undermining the basic prohibition on discrimination,” such as that contained in the ICCPR.150
The Committee has further clarified that:
Under the Convention, differential treatment based on citizenship or immigration status
will constitute discrimination if the criteria for such differentiation, judged in the light of
the objectives and purposes of the Convention, are not applied pursuant to a legitimate
aim, and are not proportional to the achievement of this aim.151
The Committee is also cognizant of the close relationship between racial, ethnic or
national origin discrimination and discrimination on the basis of nationality,152 noting that in
some cases discrimination on the basis of nationality may actually be a proxy for discrimination
on the basis of race.153
b)

Activities to Which Prohibition on Discrimination Applies

The prohibition on discrimination consists of both negative and positive obligations for
the State. Pursuant to their negative obligations States must not discriminate in either the
introduction or application of laws.154 Their positive obligation requires States to take
appropriate measures to eliminate discrimination. In the context of racial discrimination, for
example, this means that a State has the duty “to review governmental, national and local
policies, and to amend, rescind or nullify any laws and regulations which have the effect of
creating or perpetuating racial discrimination.”155 States are expressly bound by the prohibition
on discrimination in the methods they use to identify terrorism suspects:
Any use of profiling or similar devices by a State must comply strictly with international
principles governing necessity, proportionality, and non discrimination and must be
subject to close judicial scrutiny.156
The Committee on the Elimination of Racial Discrimination has further clarified that
States are under an obligation to:
Ensure that any measures taken in the fight against terrorism do not discriminate, in
purpose or effect, on the grounds of race, colour, descent, or national or ethnic origin and
that non-citizens are not subjected to racial or ethnic profiling or stereotyping…157
…take the necessary steps to prevent questioning, arrests and searches which are in
reality based solely on the physical appearance of a person, that person’s colour or
features or membership of a racial or ethnic group, or any profiling which exposes him or
her to greater suspicion.158
The State also has a duty to conduct prompt, impartial and thorough investigations when
it is alleged that a person has been the victim of racial insults and violence.159 Failure to conduct
such investigations constitutes a breach of the State’s duties under ICERD.160
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c)

Direct and Indirect Discrimination

Both direct and indirect discrimination is prohibited by international law.161 Direct
discrimination constitutes actions the purpose or aim of which are to discriminate against a
particular group of persons.162 Indirect discrimination constitutes actions that although facially
neutral have the effect of diminishing a particular group’s enjoyment of rights.163 Indirect
discrimination requires a prima facie showing that a rule, provision or policy that is neutral on its
face has a disproportionate impact on particular groups.164
d)

When does differentiated treatment amount to discrimination?

International human rights law does not prohibit all forms of differentiated treatment.165
The Human Rights Committee has repeatedly stated that:
The right to equality before the law and to the equal protection of the law without any
discrimination does not make all differences of treatment discriminatory.
A
differentiation based on reasonable and objective criteria does not amount to prohibited
discrimination within the meaning of article 26.166
The Human Rights Committee has also indicated that a measure may not be
discriminatory if it is aimed at achieving a legitimate purpose.167 The Committee on the
Elimination of Racial Discrimination has also articulated that differentiation will not amount to
discrimination if:
…the criteria for such differentiation, judged against the objectives and purposes of the
Convention, are legitimate or fall within the scope of article 1, paragraph 4, of the
Convention. In considering the criteria that may have been employed, the Committee
will acknowledge that particular actions may have varied purposes. In seeking to
determine whether an action has an effect contrary to the Convention, it will look to see
whether that action has an unjustifiable disparate impact upon a group distinguished by
race, colour, descent, or national or ethnic origin.168
Although not often made clear, proportionality between the measure introduced (e.g.
racial profiling) and the end sought to be achieved by the measure also appears to be an inherent
part of the test of discrimination under international law.169
3.

Discrimination and Regional Law
a)

Europe
i.

Grounds of Discrimination

The rights protected by the European Convention must be secured without discrimination
on “…any ground such as sex, race,170 color, language, religion, political or other opinion,
national or social origin, association with a national minority, property, birth or other status”
(Article 14) (emphasis added). Like the prohibition on discrimination in the ICCPR, the list of
prohibited grounds set out in Article 14 is non-exhaustive.171 However, unlike the ICCPR’s
“free-standing” prohibition against discrimination, the right against discrimination in the
Convention is linked to the other substantive rights listed therein. While a successful
discrimination claim does not require proof that the substantive right in question has been
violated,172 it is only possible to bring an Article 14 claim with respect to the rights listed in the
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European Convention.173 While it has traditionally been very difficult to make out claims of
racial discrimination pursuant to Article 14,174 there has been a shift toward greater recognition of
the problematic aspects of race-based treatment.175
Protocol No. 12 to the European Convention,176 which came into force on April 1, 2005
(but is not yet ratified by all States party to the Convention)177 does not contain the requirement
that discrimination must be linked to substantive rights. It includes a general and free-standing
prohibition against discrimination178 and prohibits discrimination by State parties on the same
grounds as those set out in Article 14 as follows: “The enjoyment of any right set forth by law
shall be secured without discrimination on any ground such as sex, race, colour, language,
religion, political or other opinion, national or social origin, association with a national minority,
property, birth or other status.” (emphasis added).179
While some of the grounds with which this Briefing Paper is concerned—race, ethnicity,
religion, or nationality-based discrimination—are all notionally covered by the Convention, in
practice the European Court of Human Rights (hereinafter “the ECtHR” or “the European Court”)
has attached different levels of importance to these rights; these differences emerge in the
application of the test of whether a particular differentiation constitutes discrimination (see
below).180
ii.

Activities to Which Prohibition on Discrimination Applies

Like international law, European regional human rights law requires States to refrain
from discrimination and to take steps to investigate allegations of discriminatory treatment.181
The Court has specifically clarified that failure to investigate the role of racial discrimination in
the use of force by law enforcement officials constitutes a violation of Article 14 and Article 2 in
its procedural aspect.182 In this respect, the Court has emphasized that racially motivated acts of
violence are “particularly destructive of fundamental rights” and that failure to investigate such
incidents jeopardizes public confidence in law enforcement.183 With respect to racial or ethnic
profiling of terrorism suspects that precedes such incidents, it has been argued that Protocol No.
12 may be a useful way to address a potential lacuna in European human rights law on this
specific issue.184
Other organs of the European system have been consistently clear that all counterterrorism measures must comply with the prohibition on discriminatory treatment.185 For
example, the European Commission against Racism and Intolerance has cautioned that “the fight
against terrorism should not become a pretext under which racism, racial discrimination and
intolerance are allowed to flourish.”186 It has urged member States to “pay particular attention to
guaranteeing in a non discriminatory way the freedoms of association, expression, religion and
movement, and to ensuring that no discrimination ensues from legislation and regulations—or
their implementation—” in matters of law enforcement.187
iii.

Direct and Indirect Discrimination

Discrimination has been interpreted by the ECtHR to mean “… treating differently,
without an objective and reasonable justification, persons in relevantly similar situations.”188 The
Court has indicated on a number of occasions that the Convention prohibits discrimination that
has a disproportionate impact,189 but has yet to either find a successful claim of indirect
discrimination190 or develop a systematic position on the different types of indirect discrimination
that may arise.191 In part the difficulties in proving indirect discrimination arise from the high
standard of proof required192 and the Court’s reluctance to recognize the critical role of statistical
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evidence in showing disproportionate impact; the Court has stated that “…statistics are not by
themselves sufficient” to establish discrimination.193
In contrast, the prohibition on indirect discrimination and acceptance of the use of
statistical evidence to prove disproportionate effect is clearly recognized in European Union
law194 in both the jurisprudence of the European Court of Justice195 and in the directives adopted
by the European Council, including its Race Directive.196
iv.

When does differentiated treatment amount to discrimination?

As with international law, not every difference in treatment will amount to
discrimination. Discrimination under the European Convention is defined as different treatment
of persons in similar or analogous situations where that difference has no objective and
reasonable justification.197 The measure will not be reasonable and objective if the aim sought to
be achieved by it is illegitimate198 or if there is no proportionality between the aim sought to be
achieved and the means employed to achieve it.199 In making this assessment, consideration is
given to whether the means effectively advance the ends.200 The importance of the right sought to
be infringed by the measure will also factor into the assessment of whether a measure is
discriminatory.201
As mentioned above, the test as to whether differentiation constitutes discrimination is
applied differently depending on the alleged ground of discrimination. It has been argued that the
ECtHR “recognizes to a limited extent a distinction between ‘suspect’ and ‘non-suspect’ grounds
of differentiation.”202 A “suspect” differentiation includes differentiation on the grounds of race,
ethnicity, or nationality, which must be justified by “particularly weighty reasons” and which
must be necessary to the fulfillment of the aims pursued.203 A “non-suspect” ground of
differentiation, on the other hand, must only “have an objective and reasonable justification,
requiring that the differentiation pursue a legitimate aim and that there is a reasonable relationship
of proportionality between the means employed and the aim sought to be realized.” 204
b)

Inter-American System
i.

Grounds of Discrimination

The American Convention on Human Rights prohibits general discrimination205 and
specific discrimination of any kind related to race, color, sex, language, religion, political or other
opinions, national or social origin, economic status, birth or any other social condition with
respect to the fulfilment of the other rights206 in the Convention.207
ii.

Activities to Which Prohibition on Discrimination Applies

Inter-American regional human rights law similarly imposes both negative and positive
obligations on States parties. The Inter-American Court on Human Rights (hereinafter “the InterAmerican Court”) has remarked that the principle of equality and non-discrimination permeate
every act of a State party related to respecting and ensuring human rights.208 The Inter-American
Court has classified the prohibition on discrimination as a jus cogens norm and has indicated that
any act in conflict with this norm is unacceptable.209 States parties to the American Convention
must refrain from enacting discriminatory laws, or implementing or interpreting laws in a manner
that discriminates against a specific group of persons.210 States parties must also take affirmative
action to reverse or change discriminatory situations that exist to the detriment of a specific group
of persons in their societies.211
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Article 27(1) of the American Convention provides that in time of war, public danger, or
other emergency that threatens the independence or security of a State party, a State party may
derogate from some of its obligations under the American Convention but such derogation may
not involve discrimination on the grounds of race, color, sex, language, religion, or social
origin.212 Any measures taken pursuant to Article 27 must also be of exceptional character,
strictly limited in time and to the extent required by the exigencies of the situation, subject to
regular review, and consistent with other obligations under international law.213
The prohibition on discrimination must also be upheld in counter-terrorism activities.
For example, Article 14 of the Inter-American Convention Against Terrorism,214 absolves States
parties of providing mutual legal assistance if the requested State party has substantial grounds
for believing that the request has been made for the purpose of prosecuting, punishing, or causing
prejudice to a person on account of that person’s race, religion, nationality, ethnic origin, or
political opinion and Article 15(1) requires that measures taken by States parties fully respect the
rule of law, human rights, and fundamental freedoms.
iii.

Direct and Indirect Discrimination

Direct discrimination is explicitly prohibited under the American Convention,215 which
has also been interpreted to prohibit indirect discrimination.216
However, because the
Commission and the Court use an approach to discrimination similar to the European test (see
above) little case-law is devoted to the question of the content of the test of indirect
discrimination.217
iv.

When does differentiated treatment amount to discrimination?

In the Inter-American system, not every difference in treatment will amount to
discrimination on the basis that not all differences are in themselves offensive to human
dignity.218 The Court has repeatedly affirmed that there is no discrimination in differences of
treatment of individuals by a State when the classifications selected are based on substantial
factual differences and where there exists a reasonable relationship of proportionality between
these differences and the aims of the legal rule under review.219 According to the Court, these
aims may not be unjust or unreasonable, that is, they may not be “arbitrary, capricious, despotic
or in conflict with the essential oneness and dignity of human kind.” 220
4.

Discrimination and U.S. Domestic law
a)

General

Prior to September 11, 2001 racial and ethnic profiling in U.S. law enforcement activities
was generally considered unacceptable, in theory if not in practice.221 Such was the stated
position of government and law enforcement officials.222 Since September 11, 2001, the
approach to profiling has been bifurcated.223 With respect to “ordinary” law enforcement
operations, racial and ethnic profiling remains officially unacceptable. In 2003, for example, the
U.S. Department of Justice issued guidelines to federal law enforcement officers that forbade the
use of race or ethnicity in “routine or spontaneous law enforcement decisions, such as ordinary
traffic stops.”224 With respect to law enforcement operations involving terrorism suspects,
however, a different standard applies.225 Both the government226 and members of the public227
have given either tacit or explicit support for the use of racial or ethnic profiling in the “war on
terror.”228
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b)

Constitutional Standard

There is no legislation governing the use of racial, ethnic or religious profiling at the
federal level.229 However, courts have developed jurisprudence on the prohibition of
discrimination under the U.S. Constitution.
i.

Grounds of Discrimination

The Fourth Amendment of the U.S. Constitution230 forbids a police officer from
explicitly using race or ethnicity as a basis for reasonable suspicion when making an arrest.231
The Fourteenth Amendment to the Constitution guarantees equal protection of the law232 and
accordingly prohibits the selective enforcement of the law based on factors such as race and
ethnicity.233 Claims that the police have used racial or ethnic profiling can and have been brought
under the Fourteenth Amendment.234
Although the Equal Protection Clause of the Fourteenth Amendment applies to all within
the U.S., including non-citizens,235 it is unlikely that a challenge against profiling of Arabs and
Muslims, whether citizens or non-citizens, would succeed under U.S. domestic law for a number
of reasons.236 First, in the context of non-citizens, the courts have carved out exceptions to the
prohibition against discrimination on the basis of alienage and ethnicity, under immigration law’s
plenary power doctrine;237 second, various amendments to the Immigration and Naturalization
Act have led to a general erosion of judicial review by limiting non-citizens’ access to federal
courts;238 and third, a high level of deference has been accorded to the executive in questions of
national security.239
While there exists legislation to prevent discrimination on the basis of religion in the
context of employment,240 and to punish hate crimes that are motivated by religious hatred241 in
general there are few legal remedies for religious discrimination claims under U.S. domestic
law.242 It has been argued that religion ought to be treated in the same manner as race such that
religion-based classifications should be treated as suspect and should be subject to strict
scrutiny.243
ii.

Activities to Which Prohibition on Discrimination Applies

The prohibition against discrimination in U.S. domestic law imposes only a negative
obligation on the states and the federal government. Under the Fourteenth Amendment to the
Constitution states are prohibited from denying persons within their jurisdiction “the equal
protection of the laws.”244 The federal government is given the power to enforce the Fourteenth
Amendment through legislation, but this power is permissive and there is no positive duty to
enact laws aimed at eliminating discrimination at the state level.245 Although the Fourteenth
Amendment applies only to the states, the federal government is also bound by the negative duty
not to discriminate by virtue of the Fifth Amendment.246
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iii.

Direct and Indirect Discrimination

For a claim to succeed under the Fourteenth Amendment a plaintiff must “show either
intentional discrimination or an adverse effect driven by some form of discriminatory animus on
the part of law enforcement officials.”247 In other words, U.S. law recognizes indirect
discrimination but makes it very difficult to prove by requiring a showing of racial animus on the
part of law enforcement officials.248 Indeed, claims of either direct or indirect racial or ethnic
discrimination, whether in the context of law enforcement or more generally, have to date been
difficult to prove.249 For example, in a controversial case, the Supreme Court upheld as
constitutional a race-based police sweep on the reasoning that plaintiffs had not proven
discriminatory intent on the part of the police.250 The Ninth Circuit, however, has condemned
race-based stops in the strongest possible terms.251
iv.

When does differentiated treatment amount to discrimination?

Should either intentional discrimination or adverse effects be proved, however, it would
be very difficult for the government to survive strict scrutiny and justify the discriminatory
measure.252 All measures which amount to intentional discrimination or adverse affects,
including classifications on the basis of race253 and national origin254 will trigger strict scrutiny.
An action or law subject to strict scrutiny will require a compelling governmental purpose to
which it is narrowly tailored in order to be constitutional.255
c)

Policies and Guidelines on Profiling and Law Enforcement

Domestic policies and policing guidelines consistently prohibit racial and ethnic profiling
in law enforcement. Various police departments have emphasized that detentions, traffic stops,
arrests, searches, and seizures require reasonable suspicion or probable cause and must be based
on facts that can be clearly articulated.256 The use of race and ethnicity is only permitted in cases
based on trustworthy intelligence linking a specific person or persons to a crime.257 Notably, to
the extent that any profiles may be used, they are to be used only as a basis for further
investigation and not as a basis for arrest.258 Officers must possess a reasonable suspicion of
criminal activity, indicated by clearly articulable facts, to support a decision to stop or briefly
detain an individual as part of an investigative stop.259 The IACP has specifically reached this
conclusion in its 1998 Training Key 394 entitled “Investigative Stops Using Drug Courier
Profiles.”260 There is no exception that allows use of profiling in the resort to force: if it is
alleged that the victim’s race or ethnicity played a role in a law enforcement official’s decision to
use force, complaints are to be directed against the officer concerned.261
The Los Angeles Police Department manual has also addressed the practice of arresting
persons suspected of being in the country illegally. It makes clear that undocumented alien status
is in and of itself an insufficient ground for police action, adding that undocumented aliens must
be afforded the same protection as others, and given their vulnerable status, may even require
special protection.262
5.

Would Implementation of Training Key 581 constitute a form of prohibited
discrimination under international, regional and U.S. domestic law?

The discussion of the various legal regimes above demonstrates some differences in the
grounds upon which discrimination is prohibited; the content of the test for direct versus indirect
discrimination; and the circumstances in which discrimination is justified. Rather than attempting
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to specifically assess the Training Key against each legal regime, this section of the Briefing
Paper poses two broad questions that cut across the different tests.
First, Does Training Key 581 Have the Purpose or Effect of Disproportionately
Burdening a Particular Racial, Ethnic, Religious or National Group? This question is relevant
for all three systems to determine whether there is direct or indirect discrimination. As noted
above, direct discrimination occurs when a policy or measure has the purpose of discriminating
against a particular group. Indirect discrimination occurs when a policy or measure, though
neutral on its face, has a disproportionate impact on a particular group of persons in practice.
Under U.S. law, a showing of discriminatory intent is also needed to support a claim of indirect
discrimination.
Second, Is this Disproportionate Burden Justified? International and regional law allows
discrimination to be justified in certain circumstances, where the aim of the measure is legitimate
and the differentiation is objective, reasonable and proportional to that aim. In the U.S. once
discrimination has been proved, it may still be justified if narrowly tailored to a compelling
governmental purpose.263
a)

Does Training Key 581 Have the Purpose or Effect of
Disproportionately Burdening a Particular Racial, Ethnic, Religious
or National Group?

Specific language contained in Training Key 581 may be cited as evidence of purpose to
single out a particular group for differential treatment. For example, in describing the advantages
that suicide bombers are supposed to have over “normal terrorist bomb[ers],” the Training Key
uses language that makes it clear that the suicide bombers with which it is concerned are those
who claim to locate their actions within the tenets of Islam:
A suicide bomber is considered a shahid—a martyr who engages in jihad (holy war) and
will, upon completion of the mission, bring honor to his or her family and organization
and enjoy the benefits of eternal paradise. After individuals are selected to become a
shahid, they go through long training sessions that determine their level of religious
commitment, attitude, and ability to remain calm under pressure. Individuals who pass
this indoctrination and training process should be considered fanatics who will gladly
blow up themselves and others to reach their intended target.264
Training Key 581 also makes specific reference to Muslims in its listing of suicide
bomber indicators:
• A fresh shave—a male with a fresh shave and lighter skin on his lower face may be a
religious Muslim zealot who has just shaved his beard so as not to attract attention, and to
blend in better with other people in the vicinity (emphasis added).265
It is difficult to make a blanket assessment about whether these two references are
sufficient to show a discriminatory purpose amounting to direct discrimination. This makes it
necessary to also look at whether there is indirect discrimination in Training Key 581, that is,
whether the Training Key targets people from particular racial, ethnic and religious groups in
practice. The following factors strongly suggest that this will be the impact of the Training Keys.
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i.

Behavioral indicators have the inherent potential to become
proxies for racial, ethnic, and religious profiling.
1.

Increased use of behavioral indicators in law enforcement

Since September 11, 2001, there has been an increase in the use of so-called behavioral
indicators (or “behavior pattern recognition”) by law enforcement officials to detect and prevent
potential terrorist threats. For example, in the U.S, in January 2004, the role of Federal Air
Marshals at Boston’s Logan airport became a test case for the use of behavioral indicators in airtransit security.266 The U.S. Transportation Security Administration (TSA) also intends to
introduce purportedly race-neutral behavioral profiling more widely.267 Senior U.S. intelligence
specialists have similarly argued that it would be more useful to attempt to identify and isolate the
type of behavior that might precede an attack rather than focusing on “the type of person who fits
a profile of a terrorist.”268 The U.K. has also introduced the use of behavioral indicators as part of
Operation Kratos (see box).269 An increased focus on behavioral indicators may in part result
from U.S.’ and U.K.’s enhanced cooperation with Israel in the context of counter-terrorism
training. Israel has long used behavioral profiles in its own counter-terrorism efforts.270 While
the purported shift away from a focus on personal profiles to behavioral profiles is laudable, as
noted below, it is unlikely that even facially neutral behavioral indicators will be implemented in
a neutral manner.
2.

Behavioral indicators have the potential to be used as a
proxy for profiling on the basis of race, ethnicity or religion

Those responsible for the training of law enforcement officials have cautioned that
behavioral profiles may be used as a proxy for profiling on the basis of race, ethnicity or
religion.271 The propensity to use race or other stereotypes to read behavior as criminal or
threatening is shown by studies that illustrate that minority communities are the disproportionate
victims of police use of force.272 While different theories have been advanced to explain this
statistic, the police’s subconscious bias against particular communities can and does play a
significant role.273 In a climate of heightened scrutiny and state-sanctioned human rights
violations against Muslims and those perceived to be Muslim because of their race, ethnicity, or
nationality, it is unrealistic to expect that police officers will implement behavioral indicators in a
neutral manner. It has already been alleged, for example that the behavioral identification system
at Logan Airport “effectively condones and encourages racial and ethnic profiling.”274
In some cases, interpreting behavior through the lens of racial, ethnic and religious
stereotypes may not be deliberate or ill-intentioned. Police officers may be better able to
distinguish between threatening and non-threatening behavior in communities with which they
are familiar.275 The percentage of police officers in the U.S. who hail from Muslim, South Asian
or Arab communities is negligible.276 As a result, there is a risk that individuals from these
communities (with which police officers are unfamiliar) will be singled out because police
officers are not equipped to draw on detailed and culturally nuanced information to distinguish
between benign behavior and behavior that constitutes a real threat.277 This risk is particularly
acute in the context of a perceived threat of suicide bombing where the police officer is called
upon to make a split-second determination of the threat and react accordingly.278 The problem of
undue reliance on subconscious perceptions is further heightened by the very nature of police
work, which to a certain extent inherently requires reliance on assumptions, stereotypes and
generalizations.279 This reliance is further exacerbated by the language barriers that exist between
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law enforcement officials and immigrant communities, limiting the scope for communication that
might otherwise dispel some of this dependence on stereotypes and generalizations. 280
ii.

Behavioral indicators in Training Key 581 will lead to targeting of
Muslims, South Asians and Arabs or those perceived to fit these
categories

The concern that behavioral profiling will result in the targeting of particular racial,
ethnic and religious groups is borne out by Training Key 581. The following elements under the
heading “Suicide Bomber Preincident Indicators”281 and set out in the “Suicide Bomber
Profile”282 are conducive to such targeting:
Behavior. Does the individual act oddly, appear fearful, or use mannerisms that do not fit
in? Examples include repeatedly circling an area on foot or in a car, pacing back and
forth in front of a venue, glancing left and right while walking slowly, fidgeting with
something under his or her clothes, exhibiting an unwillingness to make eye contact,
mumbling (prayer),283 or repeatedly checking a watch or cell phone. To overcome
nervousness, some suicide bombers are given drugs; thus, a person in a drug-induced
state is another red flag. Other indicators include sudden changes in behavior—for
example, a fanatically religious person visiting sex clubs (or the reverse), or an individual
giving away personal belongings or suddenly paying off all debts.
Smell. Is the individual wearing too much cologne or perfume, or does he or she smell of
talcum powder or scented water (for ritual purification)?284...
Suicide Bomber Profile
Tunnel vision. The bomber often will be fixated on the target and for that reason will
look straight ahead. He or she also may show signs of irritability, sweating, tics, and
other nervous behavior285…
A fresh shave—a male with a fresh shave and lighter skin on his lower face may be a
religious Muslim zealot who has just shaved his beard so as not to attract attention, and to
blend in better with other people in the vicinity286…
Evasive movements. It seems obvious that anyone who tries to avoid eye contact, or to
evade security cameras and guards, or who appears to be surreptitiously conducting
surveillance of a possible target location, may be a bomber.
Each indicator is examined in turn below:
1.

Explicit and implicit references to Muslims

As noted above, Training Key 581 provides a brief history of suicide bombings, with a
specific focus on the activities of Islamic militants, including Al Qaeda.287 The Training Key also
contains a number of references to religious behavior as a basis for suspicion. For example,
officers are encouraged to look for persons “mumbling (prayer)”288; “…sudden changes in
behavior—for example, a fanatically religious person visiting sex clubs (or the reverse)…”; and
the smell of “scented water (for ritual purification).” These religion-based indicators, while
neutral on their face, when read in conjunction with other parts of the Training Key (such as the
references to “shahid”, “jihad,”289 and “Muslim zealot” discussed above) will disproportionately
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target Muslims. Indeed the scope for all of the behavioral indicators (and in particular the ones
discussed below) to be read in non-neutral ways is heightened by the discriminatory targeting of
Muslims or those perceived to be Muslim in numerous post-September 11, 2001 counterterrorism activities.
2.

Evasive movements, including avoidance of eye contact

The Training Keys instruct officers to look out for people “exhibiting an unwillingness to
make eye contact” adding that “It seems obvious that anyone who tries to avoid eye contact …
may be a bomber.”290 This indicator will have a disproportionate impact on those groups who
may avoid eye contact because, for example, they consider it rude or disrespectful. This may
include certain Asian and Arab community members.291
3.

Displays of fear and nervousness

The Training Key warns officers to look out for suspects who look “fearful,” “use
mannerisms that do not fit in,” and “show signs of irritability, sweating, tics, and other nervous
behavior.”292 The underlying assumption is that a person who shows signs of nervousness must
be about to commit a crime and that there are no other potential explanations for their behavior.
A focus on nervous behavior may disproportionately burden immigrant and minority community
members in two significant respects: first, due to the lack of familiarity with the communities
discussed above,293 police may be more likely to interpret nervous behavior exhibited by
minorities as indicative of criminal intent; and second, as described below, all else being equal,
immigrants and other minorities are more likely to feel nervous and fearful simply by virtue of
being around or interacting with the police.294 This fear can be attributed to a number of general
factors. It may arise from a person’s undocumented status and concern that interaction with the
police would result in this fact being revealed.295 It may also be attributed to a general anxiety
around the police arising from the widespread ill-treatment of immigrants and minorities at the
hands of law enforcement officials. Finally, prior negative experiences with the police in the
immigrants’ country of origin may predispose them to nervousness around police officers in their
host country.296
This fear has only increased since the events of September 11, 2001, and the heightened
crackdown on immigrants that has ensued, particularly on immigrants of Middle Eastern or South
Asian origin.297 In the U.S., this problem may be exacerbated if plans to allow State and local
police to enforce immigration violations are approved.298 The relative inexperience of the police
in dealing with immigration law may heighten the risk of problematic encounters with
immigrants,299 which in turn may enhance the fear and nervousness of targeted communities.
In sum, Muslims, Arabs and South Asians, and those perceived to be Muslim, Arab, or
South Asian, will bear the disproportionate brunt of such indicators either in effect or as a result
of governmental intent. This conclusion is supported by a combination of the following factors:
the explicit and implicit references to Muslims in Training Key 581; the requirement that officers
be suspicious of evasive movements, including avoidance of eye contact, and displays of fear and
nervousness; and the broader discriminatory patterns of counter-terrorism operations that center
on the assumption that all terrorists are Muslim, and that all Muslims (or those perceived to be
Muslim) are potentially terrorists.
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b)

Is this Disproportionate Burden Justified?

As noted above, policies that impose a disproportionate burden on particular groups
(either purposely or in effect) must be justified in order not to constitute prohibited
discrimination. Under international and regional human rights law, such a burden can only be
justified if it is objective and reasonable, and is aimed at achieving a legitimate purpose. Under
U.S. law, the policies must be narrowly tailored to achieving a compelling governmental purpose
in order to be lawful.
However, often these legal tests of whether a differentiation is justified are stated in
simple terms that belie the difficulties and need for nuance in their application to particular
measures. This section aims to distill the elements of these tests and to use each element to assess
Training Key 581. In so doing, the Briefing Paper acknowledges that the precise way in which
these elements are read together will vary across jurisdictions. The elements are as follows:


Importance of the right sought to be infringed by the measure;300



Aim or objective of the measure, including its legitimacy;301



Nature of the differentiation, whether it uses criteria that are “objective and reasonable;”
302
and



Proportionality between the effects of the means used and the ends or aim sought to be
achieved.303 This includes an assessment of whether the means effectively advance that
end,304 such that means which do not meet the identified end will not be proportional.

First, with respect to the importance of the right that racial and other forms of profiling
infringes, this Briefing Paper has already established the fundamental importance of the general
prohibition on discrimination in international law, and noted that racial discrimination is
considered a peremptory norm from which no derogation is permitted.305 In particular, the
unacceptability of racial profiling has been made clear both in general terms,306 and specifically in
relation to the profiling of Arabs, Muslims, and South Asians post-September 11, 2001.307 As the
next section of this Briefing Paper demonstrates, an irreversible consequence of this profiling is
the use of lethal force pursuant to a “shoot-to-kill” policy contained in Training Key 582. This
creates a direct correlation between the infringement of the prohibition on discrimination and
violation of another essential right: the right to life.308
In applying the second test—the legitimacy of the aim or objective pursued—arguably
the purpose of Training Key 581 is to identify suicide bomber suspects and thereby defend
national security. Defending the security of people within a State’s jurisdiction is not only a
compelling State purpose, but a State duty under law.309 However, this objective or purpose
should not be rarified: it has been consistently stated that this purpose must be pursued in
compliance with human rights norms.310 Additionally, it is arguably a legitimate and important
societal goal that States manage to successfully balance counter-terrorism measures with the
human rights protections by which they are bound.
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Third, in assessing the “objective” and “reasonable” nature of the differentiation, and the
“proportionality” of means to ends, it is important to bear in mind the following:


The profiling of Muslims, Arabs, and South Asians in a variety of counter-terrorism
measures has not led to the successful identification of terrorism suspects;



Profiling compromises the ability of police to work with communities to identify
terrorism threats;



Profiling diverts limited law enforcement resources away from identifying real threats to
national security; and



Profiling institutionalizes prejudice and legitimizes the prejudicial behavior of the general
public.

Taken as a whole these factors demonstrate that profiling on the basis of race, ethnicity,
nationality or religion is a measure that is neither objective, nor reasonable, nor proportional.
These conclusions are borne out in the detailed discussion of each point below.
i.

Profiling of Muslims, Arabs, and South Asians in counterterrorism measures has not identified terrorism suspects

Profiling is based on the faulty premise that race, religion, ethnicity and/or national origin
correlate with terrorism.311 The faulty nature of this premise has already been borne out in the
U.S. where widespread round ups and questioning of young men of Middle Eastern and South
Asian origin did not result in a single arrest for terrorist activity. In the period immediately after
September 11, 2001, authorities conducted a wide-spread sweep of people suspected of
involvement in terrorist activities.312 Those targeted were disproportionately Arab or Muslim.313
Many men from predominantly Arab or Muslim countries, who were not actually detained, were
invited to voluntary interviews with the authorities.314 In the first wave of interviews,
approximately 2,261 Arab and Muslim men between the ages of 18 and 33 were questioned on
the basis that they fit the criteria identified by the government of those who might have
knowledge of terrorist-related activities.315 Only three criminal charges were brought as a
consequence of these interviews; none relating to terrorist activity.316 Even after the 2,261
interviews failed to secure a single terrorism-related charge, the authorities interviewed over
3,000 additional people fitting the Arab and Muslim profile.317
In short, the use of racial profiling amounts to “lazy” police work – instead of
investigating crimes properly and on the basis of reliable intelligence, the net is cast widely in the
hope of (unlikely) success:318
Current profiles of what a suicide bomber might look like focus on Arab males, between
18 and 40 years old, wearing baggy clothes or clothing inappropriate to the weather,
acting strangely or praying, with fixed mechanical smiles, but little else (ATF bulletin, no
date).319 The utility of such profiles in the U.S. might be nil (i.e., the profile would
include many American teenagers on the basis of dress alone), especially given the more
recent use elsewhere of females and middle class citizens in martyrdom operations.320
The mis-targeting and subsequent death of two suspected bombers in Miami and London
serve as powerful reminders of the lethal implications of profiling-based police work.321 Law
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enforcement veterans have similarly argued against the utility of racial profiling in the context of
the “war on drugs.”322 In their dissenting opinion to a Supreme Court case that held that profiling
may be effective in the context of attempts to catch drug couriers, Justices Marshall and Brennan
noted that:
A law enforcement officer’s mechanistic application of a formula of personal and
behavioral traits in deciding whom to detain can only dull the officer’s ability and
determination to make sensitive and fact-specific inferences… particularly in ambiguous
or borderline cases. Reflexive reliance on a profile of drug courier characteristics runs a
far greater risk than does ordinary, case-by-case police work, of subjecting innocent
individuals to unwarranted police harassment and detention… This risk is enhanced by
the profile’s “chameleon-like way of adapting to any particular set of circumstances.”323
ii.

Profiling compromises the ability of police to work with
communities to identify terrorism threats

The use of profiling in Training Key 581 is counterproductive to governments’ efforts to
fight terrorism as they undermine the police’s capacity to establish trust with the communities
that they have identified as sources of information on security threats.324 Successful police
operations require trust between the police and the communities in which they operate.325 This
trust has already been compromised by widespread law enforcement operations targeted at
particular racial, ethnic and religious groups.326
The IACP has itself recognized that racial profiling undermines the confidence of the
public in the police.327 It has emphasized that: “The best way to ensure the trust of citizens and
the courts, and to protect our officers from unfair criticism, is to develop an anti profiling policy
that delineates approved techniques for professional traffic stops and makes a clear statement that
profiling is not one of those techniques.”328 Regrettably, the IACP’s own attempts to shift away
from racial profiling and toward behavioral profiling in Training Key 581 will not engender
greater community trust given the great likelihood that the Key will be implemented in a manner
that targets Muslims or those perceived to be Muslim.
Racial profiling and other counter-terrorism measures, including immigration-related
crackdowns, also reduce the willingness of affected community members to report crimes against
them to the police329 including hate crimes.330 As a result, community members may be denied
the police protection and judicial redress to which they are entitled.
iii.

Profiling diverts limited law enforcement resources away from
identifying real threats to national security

Profiling on the basis of race, ethnicity, religion and national origin diverts limited law
enforcement resources away from identifying real threats to national security,331 and threatens to
undermine the very goal of security by sending the message to those planning terrorist attacks
that their efforts will be successful as long as they deploy individuals who do not fit this
racialized “terrorist” profile.332
Profiling also encourages the reporting of frivolous “tips” by members of the general
public that further divert precious law enforcement resources, and in some cases have led to the
arbitrary detention of those profiled by the general public. For example, a number of the “tips”
and “leads” that resulted in the post-September 11, 2001 immigration detentions “were based on
little more than ethnic profiling by members of the public and local police.”333 The reporting of
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“suspects” by members of the general public is only one example of the ways in which statesanctioned profiling has fueled and legitimized private acts of violence and bias.
iv.

Profiling institutionalizes prejudice and legitimizes the prejudicial
behavior of the general public

Most fundamentally, profiling on the basis or religion, race, ethnicity or nationality
institutionalizes prejudice334 and promotes and legitimizes the prejudice of the general public.
While U.S. officials recognize the “moral obligation to prohibit racial profiling” in the ordinary
criminal context, because it sends a “dehumanizing message” to individuals that they are “judged
by the color of their skin,”335 such recognition has been readily abandoned in the context of the
“war on terror.”336
The connection between state-sanctioned profiling and the legitimization of private bias
is evident in the dramatic increase in hate crimes against Muslims and Arabs and those perceived
to be Muslim or Arab in the aftermath of September 11, 2001. A total of 1,717 bias incidents
against Muslims—including threats, harassment, and acts of discrimination and physical
violence—were recorded by the Council on American-Islamic Relations between September 11,
2001 and February 2002.337 The website of the U.S. Department of Justice Civil Rights Division,
Initiative to Combat Post-9/11 Discriminatory Backlash, notes that as of September 9, 2004 the
Civil Rights Division, in co-operation with the Federal Bureau of Investigation, and U.S.
Attorneys offices, has investigated 546 incidents since September 11, 2001 “involving violence,
threats, vandalism and arson against Arab-Americans, Muslims, Sikhs, South-Asian Americans
and other individuals perceived to be of Middle Eastern origin.”338 The incidents have included
threats, minor assaults, assaults with dangerous weapons, and assaults resulting in serious injury
and death. There have also been incidents of “vandalism, shootings, arson and bombings directed
at homes, businesses, and places of worship.”339 None of these figures may reveal the true extent
of the abuse since they only correspond to incidents reported by people confident or informed
enough to seek out resources to assist them.340 Since the immediate aftermath of September 11,
2001, bias incidents have continued. Although they are less physical in nature, they continue to
include discrimination in employment and housing.341 Indeed, a 2004 report of the U.N. Special
Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related
intolerance noted with alarm the dramatic increase in incidents of Islamophobia around the world
and drew attention to the “resurgence” of “discrimination and hostility against Arabs and
Muslims” in countries such as Australia, Belgium, Canada, France and the U.S.342
This violence is legitimized by both the State and the intellectual elite. For example, in
the U.S., government condemnation of hate crime violence was eclipsed by the much stronger
public message of their anti-terrorism campaign of targeted detention and questioning, which
“reinforced a public perception that Arab and Muslim communities as a whole were suspect and
linked to the ‘enemy’ in the U.S. war against terrorism.”343 The report of the U.N. Special
Rapporteur on contemporary forms of racism, racial discrimination, xenophobia and related
intolerance also notes the role of the intellectual elite in causing an increase in Islamophobia, and
records: “a clear increase in Islamophobia, to which there are two fundamental aspects:
intellectual legitimization of increasingly overt hostility towards Islam and its followers by
influential figures in the world of arts, literature and the media; and tolerance of such hostility in
many countries.”344 This message, and indeed acts of private violence more generally, can be
averted by any number of measures, including increased prosecution of hate crimes, and the
generating of publicity in connection to these prosecutions.345
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Continued discrimination in the private sphere, like profiling itself, is in part motivated
by fear. As articulated by Ron Daniels, Executive Director of the Center for Constitutional
Rights, “Racial Profiling is a technique that, at its root, responds to the base instincts of fear.
Whether the fear is crime or terrorism, it is a way for the majority to legitimize the violation of
minority rights.”346 The implementation of Training Key 581 and “shoot-to-kill” policies that
contain similar profiles, would have a disproportionate impact on Muslims, Arabs, and South
Asians, without justification, and therefore in violation of the prohibition on discrimination in
human rights law. Such policies would also serve to reinforce existing prejudices that equate
Muslims, Arabs, and South Asians with the terrorist “other.” The results of this equation can
vary from acts of hostility, harassment and abuse, to deadly consequences, including the use of
lethal force by law enforcement officials. This latter consequence is addressed in the next section
analyzing Training Key 582.
D. How does international, regional and domestic law regulate uses of force by law
enforcement officials?
1.

The Right to Life – Non-derogable but not absolute

Human rights law recognizes the challenges faced by States in protecting national
security and ensuring human rights.347 Even a right as fundamental as the right to life can be
limited in certain circumstances. The fundamental nature of the right to life is recognized in the
ICCPR,348 the European Convention,349 and the American Convention,350 all of which classify the
right to life as non-derogable.351 Further, Article 6 of the ICCPR describes the right to life as an
“inherent right,” implying that the right derives its legitimacy from the humanity of every
individual and is therefore not subject to the vagaries of social, political or legal systems.352
None of these instruments, however, grant an absolute right to life. The ICCPR and the
American Convention prohibit only the arbitrary deprivation of life. The European Convention
also qualifies the right, but through a different formulation; Article 2(1) provides that no one shall
be deprived of life intentionally. Article 2(2) further clarifies that deprivation of life shall not
contravene the right to life when it results from the “use of force which is no more than absolutely
necessary” in any of the three circumstances set out in the Article, including in “defence of any
person from unlawful violence.”
The legality of the use of lethal force by the State or its agents hinges on whether the
actions fall within those circumstances in which deprivations of life are permitted. This in turn
depends on the interpretation assigned to an arbitrary deprivation of life (under Article 6 of the
ICCPR and Article 4 of the American Convention) or use of absolutely necessary force to protect
a person’s life from an unlawful violent attack (under Article 2 of the European Convention).
2.

Use of Force Safeguards and International Law

The text of the ICCPR does not provide explicit guidance on what constitutes an arbitrary
deprivation of life. The definition of “arbitrary” was left open,353 enabling flexibility and factspecific determinations of arbitrariness.354 To assist these fact-specific determinations, the
Human Rights Committee has articulated some general principles on when use of force qualifies
as an arbitrary deprivation of life in violation of international law. These general principles
include:
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Proportionality: the Human Rights Committee has interpreted the ICCPR to require
proportionality in the use of force.355 The Committee has specifically emphasized the
need for proportionality in the context of use of force against terrorism suspects. 356



Necessity: the jurisprudence of the Human Rights Committee has also been interpreted to
require necessity when using lethal force in law enforcement.357 The use of lethal force
will only be justified when it is necessary for self defense or to protect the life of other
persons.358 The U.N. Basic Principles on the Use of Force and Firearms by Law
Enforcement Officials359 similarly make it clear that firearms cannot be used “except in
self-defence or defence of others against the imminent threat of death or serious injury…
intentional lethal use of firearms may only be made when strictly unavoidable in order to
protect life.”360



Use of non-lethal means where feasible: in the context of targeted killings, the
Committee has noted that “Before resorting to the use of deadly force, all measures to
arrest a person suspected of being in the process of committing acts of terror must be
exhausted.”361 This includes a requirement for warning, surrender, and an opportunity to
explain presence or intentions.362 The U.N. Basic Principles on the Use of Force and
Firearms by Law Enforcement Officials also clarify that non-violent means must be
utilized unless such means would be inappropriate, ineffective or would cause danger to
police officials and others.363

A prohibition on the arbitrary deprivation of life contains both positive and negative
obligations for States. States must enact laws to control strictly the circumstances in which
people may be deprived of their life by the State.364 States must also take effective action to
prevent security officials under their control from arbitrarily depriving individuals of their right to
life.365 There is a range of scenarios in which State conduct can violate the right to life, including
if a State authorizes the use of force without lawful reasons,366 and where State conduct creates
the risk of lives being lost even when no loss of life results.367
3.

Use of Force Safeguards and Regional Law
a)

Europe

As noted above, Article 2(2) of the European Convention only authorises the use of lethal
force by law enforcement officers provided that it is “absolutely necessary” to defend the lives of
persons against unlawful violence. The phrase “absolutely necessary” works to narrow the
circumstances in which deprivations of life may be justified. It is a stricter standard than that
which is imposed on other specific rights in the European Convention, which may be limited only
to the extent “necessary in a democratic society.”368 This stricter standard derives from the
importance of the right to life and requires the European Court to subject the use of lethal force to
the “most careful scrutiny,” particularly where the use of force is deliberate.369 The ECtHR has
provided further guidance on both the content and consequences of the “absolute necessity”
requirement as follows:


Recourse to potentially lethal use of force is not absolutely necessary if the suspect does
not pose a “threat to life and limb” and is not “suspected of having committed a violent
offense”;370



The actions of law enforcement officials must be susceptible to independent review to
ensure that they are lawful and not excessive;371
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The force used must be strictly proportionate to the aim of protecting persons against
unlawful violence; 372 and



The use of force must be based on information that has been “evaluat(ed)” with the
“greatest of care.”373 This requires officers to assess the intelligence upon which a
perceived threat is based and be sure that this intelligence is reliable before engaging in
lethal force and to “make sufficient allowances for the possibility that … intelligence
assessments might, in some respects at least, be erroneous.” 374

The leading ECtHR case on the use of force is McCann and Others v. United Kingdom.
In this case the United Kingdom’s Special Air Service (SAS) soldiers shot and killed several
members of the Irish Republican Army (IRA) on the basis of false information that one of the
IRA members had a bomb. The Court did not hold the soldiers individually liable and instead
held the U.K. government responsible for a violation of the right to life under Article 2 of the
European Convention. In determining whether there was a violation of the right to life the Court
carefully scrutinized whether the “force used by the soldiers was strictly proportionate to the aim
of protecting persons against unlawful violence,” and “whether the anti-terrorist operation was
planned and controlled by the authorities so as to minimise, to the greatest extent possible,
recourse to lethal force.”375 The Court found that the soldiers’ use of lethal force, in light of
information received from superiors that it was absolutely necessary to shoot the suspects in order
to prevent them from detonating a bomb and causing serious loss of life, was not a violation of
Article 2.376 The Court did however hold that the authorities’ failure to take preventive measures
against the suspects in the planning, control and organization of the operation; their failure to
make sufficient allowances for possible erroneous intelligence assessments; and the automatic
recourse to lethal force were in violation of Article 2 of the European Convention.377
This emphasis on “intelligence-led” responses supported by senior decision making
processes378 is evident in the U.K.’s Operation Kratos policy discussed above (see box). As noted
further below, in sharp contrast to Operation Kratos—which ostensibly seeks to operate within
the boundaries of relevant laws on the use of force, recognizes the vulnerability of particular
groups and seeks to involve them in policy review, and allows for differentiated and nuanced
situation-specific responses—the guidelines contained in Training Key 582 seek to dilute the
usual safeguards that attach to the use of lethal force and, in their place, offer law enforcement
officials little more than conflicting and overly-broad indicators that are prone to error and abuse.
b)

Inter-American System

The Inter-American Commission and the Inter-American Court have both considered the content
of the right to life on a number of occasions.379 In the context of counter-terrorism measures
particularly, the Commission has clarified that the use of lethal force must be in strict compliance
with the principles of necessity and proportionality and must distinguish between individuals who
threaten the security of all, and civilians who do not present this threat.380 The Commission has
also highlighted that the amount of force must be justified by the circumstances.381
4.

Use of Force Safeguards and U.S. Domestic Law
a)

The U.S. Supreme Court and the Use of Force

U.S. domestic law on the use of force has been developed primarily in the context of two
scenarios: the use of force during a police search; and the use of force against “fleeing felons,”
that is, suspects trying to evade arrest. In Tennessee v. Garner382 the Supreme Court held that
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lethal force may only be used against a fleeing felon if “it is necessary to prevent the escape [of
the suspect] and the officer has probable cause to believe that the suspect poses a significant
threat of death or serious physical injury to the officer or others.”383 Importantly, the Court also
held that the use of lethal force would be unreasonable and in violation of the Fourth Amendment
of the U.S. Constitution384 if the suspect does not pose an “immediate threat to the officer and no
threat to others...”385 The assessment of whether a use of force incident is unconstitutional is a
balancing test, requiring the Court to “balance the nature and quality of the intrusion on the
individual’s Fourth Amendment interests against the importance of the governmental interests
alleged to justify the intrusion.”386
In the leading case on the use of excessive force in the context of a police search,
Graham v. Connor, the Court highlighted three factors of special importance in making the
determination of whether use of force is justified: “the severity of the crime at issue, whether the
suspect poses an immediate threat to the safety of the officers or others, and whether he is actively
resisting arrest or attempting to evade arrest by flight.” (emphasis added).387
b)

Standards applied by law enforcement entities

Policies of various police departments at the local and state level acknowledge that police
must make “complicated” decisions on the spur of the moment.388 However, they also emphasize
that force must only be used as a measure of last resort to prevent harm to the officer or to others,
when all other reasonable alternatives have been exhausted or “would be clearly be ineffective
under the particular circumstances.”389
These statements are broadly consistent with IACP’s Training Keys on use of improper
use of “deadly” force, developed separately from Training Key 582.390 These Training Keys
emphasize that:


Resort to force involves a “complex but ordered four-step process” to make the decision
to use force and that this process consists of Perception, Evaluation, Decision, and Action
(PEDA), each requiring a “separate area of police knowledge and expertise;”391



Officers have a duty to avoid negligent use of excessive force, adding that when the
suspect does not pose a deadly and immediate threat, the use of lethal force would be
negligent to use lethal force;392



Inappropriate use of force has several consequences for the offending officer, including
civil or criminal liability, work-related penalties, and great emotional stress.393 These
consequences further underscore the need to exercise great caution in the use of force for
the sake of the suspect as well as the officer involved.
5.

Do Training Keys 581 and 582 comply with rules on use of force under
international, regional and U.S. domestic law?

Training Key 582 identifies the circumstances in which lethal force is justified as
follows:
Lethal force is justified if the suspect represents a significant threat of death or serious
injury to an officer or others. Federal laws and rulings are better attuned to the type of
national security threat that suicide bombers represent from both a criminal and civil
liability perspective. Officers should be reminded that the law does not require that the
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threat of death or serious injury be imminent, as is sometimes noted in police use-of force
policies. This point is very important in any deadly force encounter, but even more so
when one is dealing with explosive devices capable of widespread death and destruction.
One need not wait until a suicide bomber makes a move or takes other action potentially
sufficient to carry out the bombing when officers have reasonable basis to believe that the
suspect has the capability to detonate a bomb. The threat of such use is, in most
instances, sufficient justification to employ deadly force. An officer need only determine
that the use of deadly force is objectively reasonable under the circumstances.394
Training Key 582 removes the “usual safeguards” that normally attach to the use of
force.
For example, Training Key 582 rejects the imminence requirement that is most clearly
articulated in international law. Further, Training Key 582 omits reference to the requirement
under international, regional and U.S. domestic law that lethal force be “necessary.” Training
Key 582’s frequent reference to the “suspect” or “suspect bomber” or “bombing suspect”
suggests that officers can use lethal force on the basis of mere suspicion. As such, the Key
undermines the high level of certainty that is required before lethal force can be considered
lawful.396 Training Key 582 also stipulates that law enforcement officials need only a
“reasonable basis to believe that the suspect has the capability to detonate a bomb” (emphasis
added). The failure to require a reasonable basis to believe that the suspect even has a bomb to
detonate, coupled with the lack of guidance for law enforcement officers on how to determine
whether or not the capability to detonate exists, obviate the normal verification procedures that
precede resort to lethal force. In addition to failing to provide guidance on how to ensure
intelligence-led responses, Training Key 582 does not reflect on the importance and nature of a
command structure to ensure that uses of force are appropriately controlled.397 Furthermore,
Training Key 582 neither contemplates the wide-range of potential suicide bomber scenarios, nor
the wide range of responses that these scenarios may attract.398 Finally, it does not consider how
or whether rules about resort to non-lethal methods (such as warnings) would operate with respect
to suspected suicide bombers,399 especially in cases where the very existence of a bomb has not
been verified.
395

The removal or watering down of safeguards on the use of lethal force sets a dangerous
precedent. It amounts to a tacit assertion that current uses of force standards are inapplicable or
ineffective in countering real suicide bombing threats. Such an assertion misses the whole
function of prevailing legal standards on the use of lethal force, which is not to deny law
enforcement officials the authority to use lethal force when required, but rather to ensure that
lethal force is only used when it is required. Unlike the Training Keys, these standards also assist
law enforcement officials and protect populations by stipulating important thresholds of
reasonableness, imminence, and graduated use of force to ensure that the use of lethal force does
not amount to an arbitrary deprivation of human life.
By removing these safeguards (and not offering any alternative safeguards in their
place)400 Training Key 582 fails to provide any meaningful checks against arbitrary deprivations
of human life. Moreover, telling officers to use Training Key 582 in conjunction with Training
Key 581 only heightens the scope for arbitrariness for the following reasons. Training Key 582
stipulates that “[a]n officer need only determine that the use of deadly force is objectively
reasonable under the circumstances.”401 An officer’s determination of whether deadly force is
“objectively reasonable” will, in part, be informed by whether s/he makes the split second
decision that the suspect fits the profile of the suicide bomber as set out in Training Key 581.
Training Key 581 is an inadequate safeguard to ensure that lethal force is not arbitrary or that it is
absolutely necessary because:
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Its discriminatory aspects, discussed above, widen the suspect class of suicide
bombers to include all Muslims, Arabs or South Asians or those perceived to be
Muslims, Arabs or South Asian, resulting in an unworkably large and highly arbitrary
suspect pool.402



It fails to provide sufficient checks on the use of force by stopping short of
demonstrating how the indicators are to be read together.
• The Training Key states that “[w]hile any one indicator may not by itself be
cause for concern, multiple anomalies will signify a potential threat,”403
without then identifying the combination of indicators that must be present
before resort to force is warranted.



Its use of broad and over-inclusive indicators creates the potential for non-threatening
persons to be targeted for actions that the Training Key encourages officers to
interpret as threatening.404
• These broad and over-inclusive indicators include the wearing of loose or
bulky clothing in the summer, pacing back and forth, fidgeting with
something beneath one’s clothing, failure to make eye contact, mumbling as
if praying, being in a drug-induced state, strange hair coloring, wearing too
much cologne, wearing talcum powder, and being overly protective of one’s
baggage.405 In a policing context, guidelines such as these that are overinclusive become meaningless to officers attempting to interpret them,
leaving officers to rely on their own assumptions on who to treat as
suspect.406



The guidelines it provides are potentially inconsistent.
• For example, officers are told to look for “nervous behavior”407 and at the
same time told that suicide bombers undergo extensive training in order to
“remain calm under pressure.”408 Officers are told to look for individuals
who stand out as “religious Muslim zealot[s]”409 (individuals mumbling as if
praying or those who smell of “scented water (for ritual purification)”)410 and
for individuals who are trying to “blend in” “so as not to attract attention”
(such as freshly shaved men).411
• These potential inconsistencies are reminiscent of the wide contradictions
that have been found in other profiling exercises, such as government
profiling of drug couriers.412 Like drug courier profiles, the profile of the
suicide bomber contained in Training Key 581 does little to meaningfully
narrow the field of potential suspects, leaving officers too much discretion to
rely on their own personal attitudes and stereotypes.

The inherent arbitrariness of these indicators has already been demonstrated by two
“shoot-to-kill” incidents resulting in the deaths of persons not linked to any terrorist activity: the
police claimed that Jean Charles de Menezes was wearing bulky clothing when they shot and
killed him in a subway station in London;413 and factors such as mumbling, pacing back and
forth, and being overly protective of one’s baggage, can easily apply to mentally disturbed
persons, as was demonstrated when Rigoberto Alpizar (who suffered from bi-polar disorder) was
shot and killed by Federal Air Marshals in Miami.414 Aside from problems about how to
objectively determine the existence of many of these factors (e.g. whether a person is wearing too
much cologne), there are a plethora of potential explanations for why individuals might be
engaging in the behaviors outlined above. The implementation of policies such as those
recommended by Training Key 582 would violate human rights law by failing to require officers
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to explore these further and by allowing mere suspicion to justify the use of deadly force.415 A
reliance on behavioral indicators as a substitute for real investigative work and intelligence opens
up both individual officers and the State to potential responsibility under law.

V. Conclusion
“Shoot-to-kill” policies, of which the IACP Training Keys 581 and 582 are emblematic,
implicate fundamental human rights norms governing both the prohibition on discrimination and
the use of force. States have an obligation to ensure that both existing and future “shoot-to-kill”
policies comply with these norms. At a minimum, States must not substitute reliable intelligence
with behavioral indicators that operate as proxies for racial, ethnic, and religious profiling. States
must also ensure that strategies for responding to potential suicide bombers operate within the
framework of existing legal standards that include safeguards relating to necessity and imminence
to check against arbitrary uses of lethal force. Existing standards appropriately and sufficiently
accommodate the threats posed by suicide bombers, while simultaneously ensuring that both
police officers and members of the general public are protected against arbitrary deprivations of
life.
While this Briefing Paper has argued that prohibitions against discrimination and the use
of lethal force must inform both pre-incident assessments of suicide bomber threats, as well as the
actual use of force against suspected suicide bombers, the fundamental nature of these
prohibitions also give rise to specific duties in relation to a State’s post-incident response. In
particular, States have a duty to publicly investigate allegations of discrimination and arbitrary
deprivations of life, and to prosecute those found responsible for these violations.416 These
investigations must be broad enough to enable effective and comprehensive scrutiny of the
different levels of responsibility that attach to the State417 as well as the individual officers
concerned. While these post-incident steps can help ensure accountability for illegal and arbitrary
uses of lethal force, they will never be able to reverse its consequences: the loss of human life.
To ensure full accountability, States must not prejudge the outcomes of these
investigations, as was the case in the U.S. government’s response to the Alpizar shooting, which
has been limited to a “standard investigation” and official statements in support of the air
marshals’ actions even before such an investigation was concluded.418 Congressional leaders
even hailed the shooting as a successful example of the government’s efforts to heighten airline
security. Representative John L. Mica, Chairman of the House Transportation Subcommittee on
Aviation, went so far as to state that the incident “shows that the program has worked beyond our
expectations,” adding that “This should send a message to a terrorist or anyone else who is
considering disrupting an aircraft with a threat.”419
Regrettably, the real message that is sent by these incidents—and by the existence of
“shoot-to-kill” and other counter-terrorism policies that institutionalize prejudice through the use
of racial profiling—is that the lives of some are more expendable than others. Before reaching
this point of no return, States should make public their plans to introduce these policies, invite
dialogue with communities most threatened by them, and sufficiently train police officers on the
prohibitions against racial profiling and the use of deadly force. Fundamental rights must not
become casualties to the politics of fear that have characterized States’ responses to the “war on
terror.” Only a faithful adherence to human rights norms that are grounded in international,
regional, and domestic law can help ensure that all persons are truly secure and protected.
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