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INTRODUCTION

The Supreme Court has announced the principle of law governing cases like

this one, involving protection of national security information:  “‘public policy

forbids the maintenance of any suit in a court of justice’” if further proceedings would

“‘inevitably lead to the disclosure of matters which the law itself regards as

confidential.’”  Weinberger v. Catholic Action of Hawaii/Peace Education Project,
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454 U.S. 139, 146-147 (1981) (quoting  Totten v. United States, 92 U.S. 105, 107

(1876)). 

The district court here determined that any further litigation in this case “would

jeopardize national security and foreign relations” by threatening to disclose critical

military and state secrets.  Excerpts of Record (ER) 9.  The court reached that

conclusion based on its review of the public declaration submitted by General

Hayden, the then-Director of the CIA, and the CIA Director’s classified declaration

submitted ex parte and in camera, both of which explain the nature of the state secrets

at issue and the risks that would be posed by further litigation.  In the words of the

district court after reviewing those materials, “no protective procedure can salvage

this case.”   ER 9.  The record here clearly demonstrates that the district court’s

conclusion and dismissal order were correct in light of the controlling legal

principles.

[REDACTED TEXT]

As this Court is aware, it has essential independent Article III responsibilities

in reviewing assertions of state secrets privilege by the Executive Branch.  We

therefore strongly urge the judges of this Court to examine the declarations of the

Director of the CIA, with due regard to the deference owed to the national security

judgments of the Executive Branch.  The CIA Director’s declarations contain

2
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comprehensive and detailed explanations about the critical military and state secrets

in this case, and the manner in which further litigation regarding plaintiffs’ specific

allegations would pose an undue risk of their disclosure.

The Government’s continued invocation of the state secrets privilege before

the en banc Court is based not only on the expert judgment of the CIA Director, but

also on the most careful and deliberative consideration by the Department of Justice

of all possible alternatives to relying upon the state secrets privilege.  As the President

has made clear, the United States will not invoke the privilege to prevent disclosure

of “the violation of a law or embarrassment to the government.”   On Sept. 23, 2009,1

the Department of Justice issued a new administrative policy that will govern future

assertions of the state secrets privilege.   While that policy does not, by its terms,2

apply retroactively, the highest levels of the Department of Justice have determined

that the assertion of privilege in this case — based on the classified factual

submission of the Director of the CIA and the significant harms to national security

it documents — falls within the core of the state secrets privilege.

  See www.whitehouse.gov/the_press_office/Remarks-by-the-President-On-1

National-Security-5-21-09.

  See www.justice.gov/opa/pr/2009/ September/09-ag-1013.html.  2

3
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The Government urges the en banc Court to affirm the district court’s judgment

because that disposition is essential to protecting the national security.  The

Government recognizes the harsh consequences of dismissal for plaintiffs.  But here,

along with just a handful of equally sensitive cases each year, there is no other choice. 

As this Court has already noted, the severe consequences of disclosure mean that “the

results are harsh in either direction and the state secrets doctrine finds the greater

public good — ultimately the less harsh remedy — to be dismissal.”  Kasza v.

Browner, 133 F.3d 1159, 1167 (9th Cir. 1998) (quoting Bareford v. General

Dynamics Corp., 973 F.2d 1138, 1144 (5th Cir. 1992)).

The panel in this case, without mentioning the CIA Director’s classified

declaration setting out in detail the harm posed by further proceedings, held that

dismissal was not warranted based on the Government’s assertion of the state secrets

privilege because the case does not arise out of a plaintiff’s alleged espionage

relationship with the Government.  No other court has adopted such a restrictive view

of the state secrets doctrine, which is inconsistent with the cardinal

principle — recognized and endorsed by the Supreme Court — that a case must be

dismissed at any stage if further litigation risks disclosure of state secrets.  

The panel further held that the state secrets doctrine is merely a limited

evidentiary privilege covering only specific materials or documents, which does not

4
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protect categories of information or warrant dismissal of litigation threatening

disclosure of state secrets.  Again, the panel’s ruling conflicts with the basic purpose

of the state secrets doctrine as well as the precedent of the Supreme Court and the

courts of appeals applying the doctrine.  

We therefore respectfully request that the en banc Court reject the panel’s

approach, and affirm the judgment of the district court.

STATEMENT OF JURISDICTION

Plaintiffs invoked the district court’s jurisdiction under 28 U.S.C. §§ 1331,

1332, and 1350.  ER 758.  On February 13, 2008, the district court granted the United

States’ motions to intervene in, and to dismiss, this action.  ER 10.  Plaintiffs filed a

timely notice of appeal on March 13, 2008.  ER 12-16.  This Court has jurisdiction

pursuant to 28 U.S.C. § 1291.

STATEMENT OF THE ISSUE

Whether the district court erred in dismissing this action at the pleadings stage

based on the United States’ invocation of the state secrets privilege.

STATEMENT OF THE CASE

This case is before the en banc Court to review the district court’s dismissal of

this action.  The district court dismissed the action at the pleadings stage, following

the United States’ invocation of the state secrets privilege, based on that court’s

5
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determination that the litigation could not proceed further without posing an undue

risk of disclosing information protected by the state secrets privilege.

STATEMENT OF FACTS

1. The plaintiffs are five foreign nationals who claim that they were

subjected to “forced disappearance, torture, and inhumane treatment” by “agents of

the United States and other governments” as part of the CIA’s terrorist detention and

interrogation program.  ER 753.  They have sued Jeppesen Dataplan, Inc., a private

company that provides flight and logistical support services, alleging that the

company “played a critical role in the successful implementation of the extraordinary

rendition program.”  ER 756.  Specifically, plaintiffs contend that Jeppesen

“furnished essential flight and logistical support to aircraft used by the CIA to transfer

terror suspects to secret detention and interrogation facilities” in foreign countries. 

ER 756.

Plaintiffs assert that Jeppesen is liable for their alleged mistreatment by agents

of the United States and foreign governments because the company “actively

participated” in the “planning and implementation” of the CIA program “with actual

or constructive knowledge that its involvement would result in the secret

apprehension and detention” of the plaintiffs.  ER 818-819.  They also allege that

Jeppesen “conspired with agents of the United States” in plaintiffs’ forced

6
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disappearance and torture; “entered into an agreement with agents of the United

States * * * to unlawfully render Plaintiffs to secret detention in Morocco, Egypt, and

Afghanistan”; and “aided and abetted agents of the United States” and foreign

countries in subjecting the plaintiffs to mistreatment.  ER 819, 821.

2. The United States sought to intervene in the action and moved to dismiss

the suit because of the risk of disclosure of state secrets.  See ER 4.  The Director of

the CIA formally invoked the privilege on behalf of the Government in two

declarations.  See ER 733-750; In Camera, Ex Parte Classified Supplemental Excerpt

of Records (CSER) 1.

The CIA Director’s public declaration asserted the privilege over specific

categories of information, the disclosure of which “reasonably could be expected to

cause serious — and, in some instances, exceptionally grave — damage to the

national security” of the United States.  ER 746.  These categories of information

included:

• information that would tend to confirm or deny whether Jeppesen or any
other private entity assisted the CIA with clandestine intelligence
activities; 

• information about whether any foreign government cooperated with the
CIA in clandestine intelligence activities; 

• information about the scope or operation of the CIA terrorist detention
and interrogation program; and 

7

Case: 08-15693, 11/13/2009, ID: 7130264, DktEntry: 83-1, Page 13 of 52



• any other information concerning CIA clandestine intelligence
operations that would tend to reveal intelligence activities, sources, or
methods.  ER 745-746.

The CIA Director’s public declaration explained that plaintiffs’ claims were

based on allegations that Jeppesen assisted the CIA in conducting clandestine

intelligence activities abroad, which the CIA could neither confirm nor deny.  ER

746-747.  Confirmation of those allegations “would reveal the intelligence sources

and methods by which the CIA conducts clandestine intelligence activities,” whereas

denial “would tend to confirm similar allegations in other cases in which the CIA

could not deny such allegations.”  ER 747, 737-738.

The CIA Director also pointed out that, in order to prevail in their suit, 

plaintiffs would have to prove that the conduct they alleged was carried out on behalf

of, and with the assistance of, the United States Government and foreign

governments.  ER 747-748.  Foreign governments cooperating with the CIA in

clandestine intelligence activities “do so under assurances * * * that the fact of their

cooperation will remain secret,” and “[v]iolating such assurances would damage the

relations with foreign governments and severely impact the CIA’s foreign activities

by making other governments unwilling to cooperate with the United States in the

future.”  ER 748.

8
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The CIA Director further explained that disclosure of operational details of the

CIA’s terrorist detention and interrogation program “would degrade the effectiveness

of the United States’ intelligence gathering activities.”  ER 748.  In addition, the

disclosure of information that would tend to confirm or deny whether the CIA used

particular sources or methods in its clandestine intelligence programs — even if the

information came from “a private party alleged to have cooperated with the United

States” rather than from the United States Government — “would cause exceptionally

grave damage to the national security” by “revealing to foreign adversaries

information about the CIA’s intelligence capabilities.”  ER 746-747.

The CIA Director concluded that the “highly classified information” that was

the subject of the privilege assertion is so “central to the allegations and issues in this

case” that any further litigation would pose an unacceptable risk of disclosure of state

secrets.  ER 749.  The concern about improper disclosure applies to any effort by the

“parties to attempt to prove or disprove the allegations in the complaint,” “whether

by court filings, discovery, or otherwise.”  ER 750.

[REDACTED TEXT]

3. The district court reviewed both the public and the classified declarations

of the CIA Director, upheld the state secrets privilege assertion on the basis of the

9
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factual information set forth in those declarations, and dismissed plaintiffs’ action. 

ER 5-10.

The court held that the CIA Director’s public declaration “satisfies all of the

procedural requirements” for invoking the state secrets privilege, and that the

privilege was invoked to prevent “[l]itigation over ‘allegations’ about the operations

of the CIA overseas” — i.e., “information which is properly the subject of state

secrets privilege.”  ER 7.

The district court also held that the litigation could not go forward in light of

the Government’s invocation of the state secrets privilege.  ER 7.  The court reasoned

that “at the core of Plaintiffs’ case against Defendant Jeppesen are ‘allegations’ of

covert U.S. military or CIA operations in foreign countries against foreign nationals

— clearly a subject matter which is a state secret.”   ER 9.  The court found “that any

further proceedings in this case would elicit facts which might tend to confirm or

refute as of yet undisclosed state secrets.”  Ibid.  The court concluded that dismissal

was required because “proceeding with this case would jeopardize national security

and foreign relations and [] no protective procedure can salvage this case.”  Ibid.

4. A panel of this Court reversed.  The panel held that the state secrets

doctrine supports dismissal at the outset of a case only where the suit is “predicated

on the existence and content of a secret agreement between a plaintiff and the

10
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government.”  563 F.3d 992, 1000 (9th Cir. 2009) (citing and discussing Totten v.

United States, 92 U.S. 105 (1875)).

The panel “contrast[ed]” the Totten rule of non-justiciability with the

“evidentiary privilege” applied by the Supreme Court in United States v. Reynolds,

345 U.S. 1 (1953).  563 F.3d at 1000.  The panel held that the Reynolds “evidentiary

framework” is the only aspect of the state secrets doctrine implicated in a case not

arising out of a plaintiff’s alleged espionage relationship with the Government.  Id.

at 1003-1004.

The panel ruled that, under the Reynolds “evidentiary framework,” the state

secrets privilege cannot “foreclos[e] litigation altogether at the outset.”  563 F.3d at

1003.  The panel criticized as premature the Government’s “hypothetical claims of

privilege” in this case, reasoning that a court should not consider application of the

privilege until there has been “(1) an actual request for discovery of specific evidence,

(2) an explanation from plaintiffs of their need for the evidence, and (3) a formal

invocation of the privilege by the government with respect to that evidence,

explaining why it must remain confidential.”  Id. at 1008-1009.  Even after those

requirements are met, the panel held, a court must apply the privilege “on an item-by-

item basis,” balancing “the circumstances of the case and the plaintiff’s showing of

necessity for the evidence against the danger that compulsion of evidence will expose

11
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matters which, in the interest of national security, should not be divulged.”  Id. at

1003 (quotation marks, citation omitted).

Finally, the panel held that, even where the privilege has been properly

invoked, its only effect is to prevent “discovery” of specific pieces of evidence and

their introduction at trial.  563 F.3d at 1005.  The privilege does not, the panel held,

“prevent parties from litigating the truth or falsity of allegations, or facts, or

information” encompassed by the Government’s claim of privilege.  Ibid.  The panel

accordingly reasoned that a successful invocation of the privilege will support

dismissal only if an item of privileged evidence is “indispensable to establishing

either the truth of the plaintiff’s allegations or a valid defense that would otherwise

be available to the defendant.”  Id. at 1006.  That determination cannot be made, the

panel held, until the parties have put forward all non-privileged evidence in support

of their positions.  Id. at 1008-1009.

Applying these principles, the panel vacated the district court judgment and

remanded for further proceedings.  563 F.3d at 1009.  Notably, the panel did not

mention that the district court had already held, based on its review of the relevant

material, that any further litigation in the case risks the disclosure of state secrets. 

Nor did the panel address the Executive Branch’s determination that any further

12
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litigation threatens serious, and possibly exceptionally grave, harm to national

security.

SUMMARY OF ARGUMENT

The district court properly dismissed this action based on the Government’s

assertion of state secrets privilege.

The state secrets doctrine safeguards national security by preventing the

disclosure of the United States’ most sensitive military, intelligence, and foreign

relations information.  Following a formal claim of the state secrets privilege,

dismissal of the action is required if the Government demonstrates that further

proceedings would pose a reasonable danger that privileged matters will be disclosed. 

Thus, dismissal is required if the plaintiff cannot prove the prima facie elements of

his claim without privileged information; if the privilege claim deprives the defendant

of information that would establish a valid defense or precludes the defendant from

filing an answer; or if the case is so suffused with privileged material that further

proceedings would pose an undue risk of disclosing secret information.

As the district court concluded based on its review of the thorough public and

classified declarations submitted by the Government, state secrets are so central to

this case that permitting further proceeding would create an intolerable risk of

disclosure that would jeopardize national security.  Plaintiffs’ claims are premised on

13
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Jeppesen’s alleged agreement with the CIA to assist in clandestine intelligence

operations, which can neither be confirmed nor denied.  Establishing liability on

plaintiffs’ claims would also require proof that plaintiffs were detained and

interrogated by agents of the U.S. and foreign governments, information that cannot

be disclosed without jeopardizing national security.  Privileged information would

also be necessary for Jeppesen to mount a proper defense or even to answer the

allegations in plaintiffs’ complaint — with the Government potentially unable to

compel Jeppesen to provide an advance preview of its filings or the documents to be

turned over in discovery or at trial.  As in Kasza v. Browner, 133 F.3d 1159 (9th Cir.

1998), and El-Masri v. United States, 479 F.3d 296 (4th Cir. 2007), immediate

termination of the litigation is appropriate because any further proceedings would

almost certainly risk disclosure of state secrets.

The panel suggested that the state secrets privilege cannot justify dismissal at

the pleadings stage, but that narrow view of the doctrine is inconsistent with the

Supreme Court’s holding in Weinberger that a case must be dismissed on the

pleadings if a key factual element necessary to litigate the case is a state secret.  454

U.S. at 146-147.  This Court, and other courts of appeals, likewise have endorsed the

principle that an action should be dismissed as soon as it becomes clear that further

litigation would implicate information within the scope of a state secrets privilege

14
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claim.  The panel’s contrary view would substantially diminish the Government’s

ability to protect state secrets from disclosure, particularly when secret information

may be in the hands of a private entity.

The panel also suggested that the state secrets privilege only protects specific

pieces of evidence that are sought in discovery or sought to be introduced at trial, but

does not shield the underlying information contained in that evidence, and over which

the privilege has been claimed.  That restricted view is inconsistent with Reynolds,

the cases relied upon by the Supreme Court in Reynolds, and the doctrine’s

subsequent application by this Court and other courts of appeals.  It is essential that

the privilege shield from disclosure sensitive national security information, not

simply evidence (much less only evidence in the Government’s possession), in order

for the privilege to fulfill its fundamental purpose of preventing public disclosure of

information that would damage the United States’ national security.

STANDARD OF REVIEW

This Court reviews de novo the district court’s application of the state secrets

privilege, and reviews for clear error the district court’s factual findings. See

Al-Haramain Islamic Foundation Inc. v. Bush, 507 F.3d 1190, 1196 (9th Cir. 2007).

15
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ARGUMENT

THE DISTRICT COURT PROPERLY CONCLUDED THAT
THE STATE SECRET PRIVILEGE REQUIRES

DISMISSAL OF THIS ACTION

A. The State Secrets Privilege Requires Dismissal Of An Action When
Further Proceedings Would Pose A Reasonable Danger That
Military Or State Secrets Will Be Disclosed.

 The state secrets privilege is an indispensable tool by which the Executive

Branch carries out its obligation to protect military and state secrets from public

disclosure.  See Totten, 92 U.S. at 106; see also Department of Navy v. Egan, 484

U.S. 518, 527 (1988).  Although the privilege was developed at common law, “it

performs a function of constitutional significance” by allowing the Executive Branch

“to protect information whose secrecy is necessary to its military and foreign-affairs

responsibilities.”  El-Masri v. United States, 479 F.3d 296, 303 (4th Cir.) (citing and

discussing, e.g., United States v. Nixon, 418 U.S. 683 (1974)), cert. denied, 128 S. Ct.

373 (2007); see also Ellsberg v. Mitchell, 709 F.2d 51, 57 (D.C.  Cir. 1983) (privilege

prevents the “impairment of the nation’s defense capabilities, disclosure of

intelligence-gathering methods or capabilities, and disruption of diplomatic relations

with foreign governments.”).

The Supreme Court and the courts of appeals have recognized and applied the

state secrets privilege in a variety of settings, and yet each decision rests on the same

16
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critical proposition — that judicial proceedings will not be permitted if they pose an

undue risk of disclosing state secrets.  As the Supreme Court instructed in

Weinberger, “public policy forbids the maintenance of any suit in a court of justice”

if further proceedings would “inevitably lead to the disclosure of matters which the

law itself regards as confidential.”  454 U.S. at 146-147 (quoting Totten, 92 U.S. at

107) (emphasis added).

The Supreme Court has determined that in some circumstances, the potential

harm of further litigation is so clear from the nature of the underlying claim that the

case will be dismissed even without a formal assertion of the state secrets privilege

by the Government.  Thus, in Tenet v. Doe, 544 U.S. 1, 8 (2005), the Court held that

a case is non-justiciable if success requires that the plaintiff establish the existence

of a secret espionage relationship with the Government.  As the Court explained,

“requiring the Government to invoke the privilege on a case-by-case basis” in that

context would “risk[] the perception that [the Government] is either confirming or

denying relationships with individual plaintiffs.”  Id. at 11.  Similarly, in Weinberger,

the Court affirmed the dismissal of an action seeking to require the Navy to prepare

an environmental impact statement, where an obligation to prepare a statement arose

only if the Navy intended to store nuclear weapons at the facility, i.e., information
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that, for national security reasons, the Navy could neither confirm nor deny. 

Weinberger, 454 U.S. at 146-147.

In other cases, the Government’s formal assertion of the state secrets privilege,

made by the head of the relevant government department, will demonstrate the highly

sensitive nature of the information implicated by the litigation.  See Reynolds, 345

U.S. at 7-8.  In those circumstances, this Court’s “narrow” review is limited to

determining whether, “under the particular circumstances of the case, ‘there is a

reasonable danger’” that disclosure of the information over which the privilege is

asserted will expose “‘matters which, in the interest of national security, should not

be divulged.’”  Kasza, 133 F.3d at 1166 (quoting Reynolds, 345 U.S. at 10).

Once the state secrets privilege is properly asserted, it is “absolute,” Kasza, 133

F.3d at 1166, and may not be overcome by “even the most compelling necessity.” 

Reynolds, 345 U.S. at 11.  The effect of a valid claim is that information protected by

the privilege is “completely removed from the case.”  Kasza, 133 F.3d at 1166.  The

court must then determine whether the case can proceed without risking disclosure

of state secrets.

In cases in which a formal claim of state secrets privilege has been

made — just as in the Totten context — dismissal is appropriate at any stage of an

action if further proceedings pose a reasonable danger of exposing military and state
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secrets.  For example, dismissal of an action following a state secrets privilege claim

is required if “the plaintiff cannot prove the prima facie elements of her claim with

nonprivileged evidence.”  Kasza, 133 F.3d at 1166.  Dismissal is also required if the

privilege claim “deprives the defendant of information that would otherwise give the

defendant a valid defense to the claim.”  Ibid.  And dismissal is required if “‘sensitive

military secrets will be so central to the subject matter of the litigation that any

attempt to proceed will threaten disclosure of the privileged matters.’”  Al-Haramain

Islamic Foundation, Inc. v. Bush, 507 F.3d 1190, 1197 (9th Cir. 2007) (quoting

Sterling v. Tenet, 416 F.3d 338, 348 (4th Cir. 2005)).  As this Court has recognized,

“a bright line does not always separate” these categories, Al-Haramain, 507 F.3d at

1201, all of which serve the same ultimate goal — to identify when a case is so

infused with privileged information that it cannot be litigated without threatening

serious harm to national security.

B. State Secrets Are Central To The Plaintiffs’ Case And Any Further
Proceedings Would Pose An Undue Risk Of Disclosure Of State Secrets.

State secrets are so central to this case that, as the district court correctly

concluded, no further litigation can proceed without an undue risk of disclosing

information relating to national security.  That risk implicates some of this nation’s

most sensitive secrets — and dismissal, while no doubt a grave step, is appropriate

in the unique circumstances of this case.  That disposition is not something that the
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Executive Branch has sought lightly.  As the district court recognized, however, this

is one of the very rare cases in which dismissal is the only disposition that will

adequately safeguard the nation’s interests.

The central basis for plaintiffs’ claims is Jeppesen’s alleged agreement with the

CIA to assist the agency in conducting clandestine intelligence activities.  See, e.g.,

ER 819.  Plaintiffs allege that 

• Jeppesen helped to plan and implement a covert CIA program, ER 818-
819; 

• Jeppesen conspired with agents of the CIA to carry out this program, ER
819; 

• Jeppesen “entered into an agreement with agents of the United States to
unlawfully render Plaintiffs to secret detention in Morocco, Egypt, and
Afghanistan,” ER 819; and 

• Jeppesen aided and abetted CIA agents in subjecting the plaintiffs to
mistreatment, ER 819, 821.  

Success on plaintiffs’ claims thus requires establishing the existence of the very

thing — a secret intelligence relationship between Jeppesen and the CIA — that can

neither be confirmed nor denied.  See ER 846; see also Tenet, 544 U.S. at 8-11

(reasoning that continued litigation of claims depending on the existence of a secret

relationship would risk “reveal[ing] classified information that may undermine

ongoing covert operations”); Weinberger, 454 U.S. at 146-147.

[REDACTED TEXT]
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Establishing liability on plaintiffs’ claims that they were detained, interrogated,

and mistreated by officials of the United States and other countries would also require

plaintiffs to prove that agents of the United States and certain foreign governments

arrested and detained them at various locations abroad and subjected them to specific

interrogation techniques.  Because that information could not be disclosed “without

jeopardizing the national security of the United States,” ER 739, it “is completely

removed from the case” by the state secrets privilege, Kasza, 133 F.3d at 1166.

Not only would information covered by the Government’s claim of state secrets

privilege be essential for plaintiffs to establish a prima facie case, it would also be

necessary for Jeppesen to mount a proper defense or even to file an answer in the

case.  In order to file its answer, Jeppesen would be required to admit or deny

allegations of its involvement in a clandestine intelligence relationship with the CIA

— i.e., precisely what is prohibited under the Government’s privilege claim. 

Furthermore, any attempt to plead or prove a defense would likely implicate

privileged information.  For example, proof of the involvement or non-involvement

of Jeppesen in the CIA’s terrorist detention and interrogation program would provide

information about whether, and if so, how, the CIA utilizes private entities in the

course of carrying out its operations.  Any defense of this type would like require the

production of witnesses whose identity is confidential and disclosure of evidence
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whose very existence is secret.  This case is one in which virtually any conceivable

response to the plaintiffs’ allegations would disclose privileged information.

[REDACTED TEXT]

In sum, there is no reasonable doubt that any further proceedings in this case,

including any attempt by Jeppesen to present defenses or an answer, or to conduct

discovery, would seriously risk disclosure of privileged material and threaten

substantial harm to the United States.  As the district court properly recognized, in

these circumstances, the state secrets privilege requires immediate dismissal of the

action.

The claims in this case are strikingly similar to those in El-Masri v. United

States, 479 F.3d 296 (4th Cir. 2007), where the plaintiff brought tort claims against,

inter alia, three private corporations that allegedly assisted the CIA in carrying out

the plaintiff’s alleged detention and interrogation, and individual employees of those

corporations.  The plaintiff alleged that the corporate defendants provided the CIA

with aircraft and crew to transport him to Afghanistan with actual or constructive

knowledge that he would be subjected to detention and torture as a result.  479 F.3d

at 300.  The Fourth Circuit held that state secrets were so central to the plaintiff’s

claims that dismissal was warranted.  Id. at 308-309.  
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As the El-Masri court reasoned, in order for the plaintiff in that case to prevail,

he would be required to show that “the defendants were involved in his detention and

interrogation in a manner that renders them personally liable to him” — which, in the

case of the corporate defendants and their employees, would require a demonstration

of “the existence and details of CIA espionage contracts.”  Id. at 309.  Simply

marshalling relevant evidence would implicate state secrets, the court noted, because

it would require testimony from witnesses whose identities are confidential and

evidence the existence of which is secret.  Ibid.  And even if the plaintiff in El-Masri

were “somehow able to make out a prima facie case despite the unavailability of state

secrets, the defendants could not properly defend themselves without using privileged

evidence.”  Ibid.  

As the court explained in El-Masri, the main theories of defense

available — that El-Masri was not subject to the treatment he alleged; that if he was,

the defendants were not involved; and that, if the defendants were involved, the

nature of their involvement did not give rise to liability — would all “require

disclosure of information regarding the means and methods by which the CIA gathers

intelligence.”  479 F.3d at 309.  Dismissal was thus required because “virtually any

conceivable response to [plaintiff’s] allegations would disclose privileged

information.”  Id. at 310.
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This case is also similar to Kasza, in which former workers at a classified Air

Force facility sued the Air Force seeking to compel compliance with hazardous waste

inventory, inspection, and disclosure requirements.  133 F.3d at 1162.  The Secretary

of the Air Force asserted the state secrets privilege over specific categories of national

security information related to that facility, and subsequently moved for summary

judgment, arguing that the privilege claim “barred the presentation of any evidence

tending to confirm or disprove that any hazardous waste” had been generated, stored,

or disposed of at the relevant site.  Id. at 1163.  

Although the plaintiffs in Kasza proffered affidavits from their own witnesses,

photographs, and other exhibits that they claimed would demonstrate that the site in

question was used to store hazardous nuclear waste, Frost v. Perry, 919 F. Supp.

1459, 1467 (D. Nev. 1996), and also pointed to the fact that an inventory had actually

been conducted “as an admission by the Air Force that hazardous wastes exist at the

operating location,” 133 F.3d at 1165, the district court held that this evidence could

not be relied on by the plaintiffs because it involved information covered by the

Government’s claim of privilege.  See 919 F. Supp. at 1467.  This Court affirmed the

district court’s grant of summary judgment to the Government, holding that “any

further proceeding in this matter would jeopardize national security,” and “[n]o

protective procedure can salvage” the suit.  Kasza, 133 F.3d at 1169-1170.
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C. The State Secrets Privilege Supports Dismissal On The Pleadings
Even Outside The Narrow Context Of Totten.

In reversing the district court, the panel in this case suggested that the state

secrets doctrine could not support dismissal at the pleadings stage except where a

plaintiff’s action is predicated on his own alleged espionage relationship with the

Government.  That ruling seriously conflicts with decisions by the Supreme Court and

numerous courts of appeals recognizing that a case should be dismissed whenever it

becomes clear that further proceedings pose an undue risk of disclosure. 

Furthermore, the panel’s unsupported constriction of the state secrets privilege rests

on an unjustified distinction between “pleadings” and “evidence,” and would

significantly damage the Government’s ability to protect against the disclosure of

national military and security secrets.

The panel’s attempt to distinguish between situations where a plaintiff alleges

that he has a covert intelligence agreement with the United States, and situations

where, like this case, a plaintiff alleges that a private defendant has such a

relationship, is unavailing.  In both contexts, private parties assert legal claims

premised on the existence of a secret intelligence agreement, and litigation “‘would

inevitably lead to the disclosure of matters which the law regards as confidential.’” 

25

Case: 08-15693, 11/13/2009, ID: 7130264, DktEntry: 83-1, Page 31 of 52



Tenet, 544 U.S. at 8 (quoting Totten, 92 U.S. at 107).  The overwhelming public

interest in maintaining the confidentiality of state secrets is no different when the

Government is directly sued for alleged wrongdoing than when private parties are

sued on the basis of such alleged agreements.

The Supreme Court has already recognized that dismissal of an action on the

pleadings is appropriate if a key factual element necessary to litigate the case is a

military secret — paying no attention to whether that key factual element was the

plaintiff’s alleged espionage relationship.  See Weinberger, 454 U.S. at 146-147.  In

Weinberger, the critical factual element was whether the Navy stored nuclear

weapons at a particular site — a classified military secret.  Id. at 145-146.  Although

the Government did not invoke the state secrets privilege in Weinberger, that fact is

irrelevant.  This case is governed by the Supreme Court’s clear instruction that further

proceedings should not be permitted if they would “inevitably lead to the disclosure

of matters which the law itself regards as confidential,” id. at 146-147.

This Court, too, has endorsed the principle that an action should be dismissed

at the pleadings stage if further litigation would implicate information within the

scope of a state secrets privilege claim.  See Al-Haramain, 507 F.3d at 1201-1205. 

In Al-Haramain, the plaintiffs alleged that they had been subjected to unlawful

surveillance by the Government, and the Government invoked the state secrets
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privilege over a document that was alleged to substantiate the plaintiffs’ claims, as

well as various other relevant facts.  Id. at 1193, 1194-1195.  The district court denied

dismissal of the action on the pleadings, on the theory that, even without the

document, the plaintiffs could file in camera affidavits setting out their personal

knowledge of the information contained in the privileged document.  Id. at 1204. 

Finding that the district court’s approach “sanctioned ‘material touching’ upon

privileged information,” this Court reversed.  Ibid. (quoting Reynolds, 345 U.S. at

11).  That was true even though (as plaintiffs allege here) some information about the

program was already in the public domain.  507 F.3d at 1201.

Similarly, in Kasza, the Court explicitly recognized that the state secrets

privilege could support dismissal of an action at the outset, 133 F.3d at 1166-1167,

and affirmed the entry of judgment following a state secrets privilege claim in

circumstances very much like those in this case.  Id. at 1170.  In the district court

litigation in Kasza, the state secrets claim was made in response to an interrogatory

served on the Government seeking the identity of a classified facility.  See Frost v.

Perry, 161 F.R.D. 434, 435-436 (D. Nev. 1995). The district court upheld the

Government’s invocation of the privilege, refused to compel the Government to

respond to discovery requests, and subsequently granted judgment to the Government

after finding that the state secrets privilege invoked by the Government made
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discovery and trial impossible.  See id. at 440-441; Kasza, 133 F.3d at 1162-1163. 

This Court affirmed, rejecting the plaintiffs’ argument that dismissal of the action was

premature because the claim of privilege “could not properly bar all material

discovery.”   Kasza, 133 F.3d at 1165.

The Second and Fifth Circuits have also affirmed dismissal prior to discovery

of tort actions brought against defense contractors who manufactured military

weapons systems, where state secrets were at the core of the suit and further litigation

posed an undue risk of disclosure.  Bareford v. General Dynamics Corp., 973 F.2d

1138, 1142, 1145 (5th Cir. 1992); Zuckerbraun v. General Dynamics Corp., 935 F.2d

544, 545 (2d Cir. 1991).

These cases all demonstrate that, once it is clear that further proceedings

“would jeopardize national security and foreign relations” — as the district court

determined in this case based on its review of the CIA Director’s public and classified

declarations, ER 9 — the case must be dismissed regardless of its stage.   “Courts are

not required to play with fire and chance further disclosure – inadvertent, mistaken,

or even intentional – that would defeat the very purpose for which the privilege

exists.”  Sterling, 416 F.3d at 344.  Permitting further litigation in such circumstances

would also give litigants “every incentive to probe as close to the core secrets as the

trial judge would permit.”  Farnsworth Cannon, Inc. v. Grimes, 635 F.2d 268, 281
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(4th Cir. 1980) (en banc).  But “the overriding interest of the United States” in the

“preservation of its state secrets precludes any further attempt to pursue” such

litigation, ibid., and the district court in this case acted properly in declining to

“jeopardize the security which the privilege is meant to protect.”  Reynolds, 345 U.S.

at 10.

The panel in this case reasoned that dismissal on the pleadings is inappropriate

because the state secrets privilege is merely an “evidentiary privilege,” inferring from

that characterization that the only effect of a privilege claim is to prevent a litigant

from obtaining privileged material in discovery or relying on it at the summary

judgment stage or at trial.  579 F.3d at 961.  Apart from the deep problem that, as we

explain below, the characterization of the state secrets doctrine as a narrow

“evidentiary privilege” is incorrect, the panel’s reasoning fails even on its own terms.

Courts have recognized that even traditional evidentiary privileges, such as the

Fifth Amendment privilege against self-incrimination, can be invoked at the pleading

stage of a proceeding.  See, e.g., North River Ins. Co. v. Stefanou, 831 F.2d 484, 486-

487 (4th Cir. 1987) (privilege against self-incrimination protects an individual “from

answering specific allegations in a complaint * * * where the answers might

incriminate him in future criminal actions”); National Acceptance Co. of America v.

Bathalter, 705 F.2d 924, 927 (7th Cir. 1983) (same).  That conclusion makes sense,

29

Case: 08-15693, 11/13/2009, ID: 7130264, DktEntry: 83-1, Page 35 of 52



since there is no hard-and-fast distinction between “pleadings” and “evidence” in the

context of this case.  If Jeppesen were to file an answer, the company would have to

admit or deny plaintiffs’ allegations that it entered into an espionage relationship with

the CIA.  That answer would be treated as “competent evidence of the facts stated,”

Huey v. Honeywell, Inc., 82 F.3d 327, 333 (9th Cir. 1996), and any failure to deny by

Jeppesen would be deemed an admission of the truth of plaintiffs’ allegations.  See

Fed. R. Civ. P. 8(b)(6).  Even under the panel’s erroneous conceptualization of the

state secrets doctrine as an evidentiary privilege, the district court should have

dismissed the action once it became clear that Jeppesen could not file an answer

without either acknowledging or denying an espionage relationship with the CIA

— precisely what is not permitted under the Government’s privilege claim.

The panel also drew upon Reynolds to support its holding that the state secrets

privilege cannot compel dismissal of a case at the pleadings stage, but nothing in the

Supreme Court’s decision supports the panel’s refusal to consider the privilege prior

to discovery.  In Reynolds, the state secrets privilege was not raised until the

discovery phase of a proceeding, where it was claimed with respect to an accident

investigation report prepared by the Air Force and related statements by crew

members.  The Reynolds Court thus had no occasion to consider whether the state

secrets privilege can be invoked at an earlier stage of proceedings in an appropriate
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case, or what the effect of such a privilege claim would be.  Furthermore, the

Reynolds Court endorsed Totten’s dismissal on the pleadings, noting that it was not

necessary in the context of that case to “reach[] the question of evidence, since it was

so obvious that the action should never prevail over the privilege.”  345 U.S. at 11

n.26.3

Indeed, the panel’s apparent belief that the Government can only assert the

state secrets privilege prior to discovery in the narrow Totten context is perplexing. 

Under Tenet, 544 U.S. at 6-10, the Government need not assert the privilege at all in

a suit covered by the Totten rule, because a complaint alleging on its face that the

plaintiff entered into a secret espionage relationship with the Government is properly

dismissed at the outset as nonjusticiable.  There is no need for a formal claim of state

secrets privilege under those circumstances.

Finally, it is clear that the panel’s ruling would substantially diminish the

Government’s ability to protect against the disclosure in litigation of military and

  The panel also suggested that the Government “abuse[d]” the state secrets3

privilege in Reynolds, citing a book review for the proposition that the privilege claim
in that case might not have been made to protect state secrets.  563 F.3d at 1007 n.7. 
Both the Supreme Court and the Third Circuit have rejected efforts by the Reynolds
plaintiffs and their descendants to attack the original judgment on the ground of
alleged wrongdoing by the Government.  See In re Herring, 539 U.S. 940 (2003);
Herring v. United States, 424 F.3d 384, 392 (3d Cir. 2005), cert. denied, 547 U.S.
1123 (2006).
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state secrets.  Under the approach adopted by the panel, the Government would be

forced to wait to invoke the doctrine until discovery commences, hoping that no state

secrets are revealed in the interim period while a private defendant answers the

complaint and the parties litigate over motions to dismiss.  This approach would pose

enormous practical difficulties for the Government in actions that implicate state

secrets, but are not brought against the Government as the defendant.

Where, as here, the defendant is a private company, the Government may have

no practical means by which to compel the defendant to provide advance notice of the

positions to be taken in its pleadings or to offer a preview of the documents or

information to be turned over in discovery or introduced at trial.  Accordingly, unless

the Government is permitted to invoke the state secrets privilege at the pleadings

stage of a proceeding, it may be unable to prevent the disclosure of critical

information about state or military secrets in the possession of a private defendant. 

And all or virtually all state secrets cases would proceed to discovery even where it

is clear, as it is here, that the defendant could not answer the complaint or file a

dispositive motion without risking harm to national security.  See ER 9 (“[A]ny

further proceedings in this case would elicit facts which might tend to confirm or

refute as of yet undisclosed state secrets.”).  This has never been, and cannot possibly
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be, the law.  See Reynolds, 345 U.S. at 10 (“[C]ourt[s] should not jeopardize the

security which the privilege is meant to protect.”).

The panel’s approach would also require Executive department heads to

conduct a personal review of discovery requests and to assert the privilege over each

objectionable item sought.  Yet Kasza specifically rejected the argument that a state

secrets privilege assertion generally describing “ten categories of information” was

insufficient, reasoning that the Secretary could not “reasonably be expected

personally to explain why each item of information arguably responsive to a

discovery request affects the national interest.”  Id. at 1169.  The panel’s decision in

this case mandates precisely that – requiring the CIA Director to supervise and, if

necessary, personally oppose, individual discovery requests, despite the fact that

discovery would expose the manner in which the CIA conducts clandestine

intelligence operations overseas.

D. The State Secrets Privilege Protects Information Within The Scope
Of The Privilege Claim, Not Merely Evidence In The Government’s
Possession.

The panel also reasoned that the district court erred in dismissing this action

because the state secrets privilege assertedly applies only to specific pieces of

evidence — and perhaps only to evidence in the Government’s possession, although

the panel ruling is not clear on this point — but does not protect information
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encompassed by the claim of privilege.  This cramped view of the scope and effect

of the state secrets doctrine would severely weaken its protection, and is not

supported by the decisions of the Supreme Court, this Court, and other courts of

appeals.

First, the panel’s view of the state secrets privilege as limited to specific pieces

of evidence is at odds with the Supreme Court’s holding in Reynolds.  There, the

Court emphasized that the state secrets doctrine was intended to protect against the

exposure of “military matters which, in the interest of national security, should not

be divulged,” and further held that, because of the attenuated relationship between the

state secrets identified and the claims in the case, “it should be possible for

respondents to adduce the essential facts as to causation without resort to material

touching upon military secrets.”  345 U.S. at 10-11.  The clear implication of this

reasoning is that the Court understood the Government’s claim of privilege to

encompass the “military matters” and “military secrets” themselves, not merely

specific documents in which those secret matters were set out, and that the Court

contemplated that the plaintiffs would not be permitted to introduce their own

evidence if it would “touch[] upon military secrets.”

Furthermore, in recognizing the state secrets privilege in Reynolds, the

Supreme Court invoked and relied on the seminal English case, Duncan v. Cammel,
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Laird & Co., [1942] A.C. 624, involving the parallel British privilege, the crown

privilege.  In Duncan, the Law Lords recognized that the crown privilege “is not

properly to be regarded as a branch of law of privilege connected with discovery,”

because it extends more broadly than traditional discovery privileges.  Id. at 641-642. 

Duncan recognized that the crown privilege could bar adjudication of certain matters

where secrecy is in the public interest, regardless of a litigant’s ability to produce

evidence relating to the matter.  See id. at 634-635.  Furthermore, Duncan recognized

that the typical context in which the crown privilege was raised was not to bar

discovery from the Government of specific documents in its possession, but instead

to prevent a litigant from obtaining and using a document in the hands of a private

party, because of its sensitive content.  See id. at 633.

Other early cases in U.S. courts — which the Reynolds Court relied on in

recognizing explicitly the state secrets privilege — also support this understanding

of the scope of the doctrine.  Thus, in Totten, the Supreme Court held that public

policy barred litigation over “matters which the law itself regards as confidential,”

despite the fact that the plaintiff in the case had produced extensive evidence in

support of his claim for damages.  92 U.S. at 105-107.  

Similarly, in First Sterling Steel Co. v. Bethlehem Steel Co., 199 F. 353 (E.D.

Pa. 1912), cited approvingly in Reynolds, see 345 U.S. at 7 n.11, the district court

35

Case: 08-15693, 11/13/2009, ID: 7130264, DktEntry: 83-1, Page 41 of 52



refused to permit litigation that would disclose the substance of blueprints submitted

by a private litigant as an exhibit, on the basis that “the topic or subject-matter of the

information contained in the drawings is privileged, as constituting secrets of the

government in military affairs.”  199 F. at 355.  The court in First Sterling rejected

the proposition that private litigants were “free to effect the disclosure of matters of

the utmost importance to the national defense and welfare” so long as the sensitive

information was contained in the litigants’ exhibits rather than in exhibits solely in

the Government’s possession. Id. at 354-355.

In re Grove, 180 F. 62 (3d Cir. 1910), another case cited approvingly in

Reynolds, 345 U.S. at 7 n.17, also recognized that the state secrets privilege could

shield information contained in plans and specifications prepared by a private party

and in that party’s possession.  180 F. at 65-66.  The materials at issue in Grove were

submitted to the Navy by a private company, which was then sued for patent

infringement.  The plaintiff in the patent infringement action subpoenaed the Navy

for the documents, but the Navy refused to release them on the ground that disclosure

“would be detrimental to the interests of the United States.”  Id. at 65.  The plaintiff

then sought the materials from the defendant corporation, which also refused to

produce them.  Id. at 66.  Although the Navy later stated that it did not object to

disclosure of the material by the private company, id. at 67, the court concluded that
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the party’s earlier refusal to hand over its own documents was “reasonable and highly

proper” in light of the Navy’s “repeated injunctions to keep strictly confidential the

information contained” therein.  Id. at 70.

One commentator has described the military and state secrets privilege

recognized in U.S. courts as an “absolute topical privilege” that, unlike traditional

“privileges that protect communications rather than facts,” reaches more broadly to

shield the underlying facts themselves.  E. Imwinkelried, The New Wigmore: A

Treatise on Evidence: Evidentiary Privileges § 8.1, at 1141 (2002).  Traditional

privileges “bar testimony describing conversations and correspondence about facts,

but the reach of those privileges does not extend to knowledge of the facts underlying

the conversations and correspondence.”  Id. at 1142.  In contrast, the state secrets

privilege “appl[ies] directly to facts relating to specified topics.”  Ibid.

Consistent with this understanding of the privilege, the courts of appeals have

routinely applied the state secrets privilege to bar the disclosure in litigation of

information about military and state secrets, and not simply specific pieces of

evidence.  In Kasza, 133 F.3d at 1166, for example, this Court recognized that the

Government “may use the state secrets privilege to withhold a broad range of

information.”  The Kasza Court affirmed the grant of summary judgment by the

district court even though the plaintiffs provided their own evidence, including
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photographs and affidavits from their own witnesses, that the plaintiffs argued would

help to establish a prima facie case.  See Frost, 919 F. Supp. at 1467 (holding that the

plaintiffs could not establish a prima facie case because the relevant information in

their photographic exhibits and affidavits was “covered by the military and state

secrets privilege”).

Other courts of appeals have similarly held that the state secrets privilege is

properly asserted over “information” (or “facts”), and not just particular pieces of

evidence sought from the Government.  Notably, those courts have upheld the

invocation of the privilege and subsequent dismissal of the suit even where the

plaintiffs claimed to have personal knowledge of, or other evidence obtained

independently of the Government relating to, the information covered by the privilege

assertion.

In Black, 62 F.3d 1115, 1117-1119 (8th Cir. 1995), for example, the Eighth

Circuit upheld a state secrets privilege claim concerning a plaintiff’s alleged contacts

with government personnel, even though the plaintiff had personal knowledge of that

information.  Similarly, in Bareford, 973 F.2d at 1140-1142, the Fifth Circuit

dismissed the plaintiffs’ tort claims because information about the design of a

weapons systems was properly secret, even though the plaintiffs adduced thousands

of pages of assertedly public materials with which they claimed they could litigate
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their case.  And in Sterling, the Fourth Circuit upheld on state secrets grounds the

dismissal of an employment action brought by a former CIA employee alleging

unlawful discrimination.  416 F.3d at 346-347.  The Sterling court held that litigation

of the claims “would require inquiry into state secrets such as the operational

objectives and long-term missions of different agents, the relative job performance

of these agents, details of how such performance is measured, and the organizational

structure of CIA intelligence-gathering” — i.e., information, not simply evidence,

encompassed within the claim of state secrets.  Id. at 347; see also ibid. (holding that

depositions of CIA operatives could risk disclosure of “information” with “national

security implications”).  These decisions are flatly inconsistent with the panel’s view

that the privilege is limited to specific pieces of evidence.

As discussed earlier, the Fourth Circuit in El-Masri also held — in the face of

allegations very similar to plaintiffs’ in this case — that the Government’s claim of

state secrets privilege barred any attempt by the plaintiff to prove his claim.  Although

the plaintiff argued that he could rely on his own testimony about his treatment, as

well as public accounts and foreign governmental reports that supported his

allegations, to establish liability, the El-Masri court held that further proceedings

would run afoul of the privilege because the “central facts” necessary to establish

liability “remain state secrets.”  479 F.3d at 311.  The court also noted that
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information about “how the CIA organizes, staffs, and supervises its most sensitive

intelligence operations,” as well as the identity of witnesses and existence of certain

evidence, must remain secret.  Id. at 309.  The court’s reasoning is premised on the

understanding that the state secrets claim protects against disclosure of confidential

information, and not merely specific items of evidence.

Finally, the panel’s view of the state secrets doctrine is contrary to the

doctrine’s basic purpose — to protect against public disclosure of information that

would damage national security.  The doctrine reflects a judgment that, in some

circumstances, the critical “collective interest in national security” outweighs an

individual litigant’s interest in pursuing his civil action.  El-Masri, 479 F.3d at 313;

accord Sterling, 416 F.3d at 348 (recognizing that application of state secrets

privilege “places, on behalf of the entire country, a burden on Sterling that he alone

must bear”).  The national security is harmed when state secrets information is

disclosed, regardless of whether the disclosure comes in the form of a particular item

of “evidence.”

The state secrets privilege is thus similar to other doctrines under which courts

decline to exercise judicial power in a manner that would harm the Executive’s ability

to conduct foreign relations and protect national security.  See, e.g., Ex parte Peru,

318 U.S. 578, 588 (1943) (holding that judicial branch will not “embarrass the
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executive arm of the government” in its conduct of foreign relations “by assuming an

antagonistic jurisdiction” following an executive recognition of immunity); Arar v.

Ashcroft, ___ F.3d ___, 2009 WL 3522887, at *11-*17 (2d Cir. Nov. 2, 2009) (en

banc) (refusing to permit implied Bivens remedy to review the lawfulness of the

Executive foreign policy of alleged extraordinary rendition); cf. Boyle v. United

Techs. Corp., 487 U.S. 500, 504-508 (1988) (creating federal common law defense

for government contractors).

Significantly, the panel’s approach would pose substantial practical difficulties

for the Government in seeking to protect against public disclosure of and litigation

over state secrets.  The Executive could have great difficulty protecting national

security if two private participants on a secret government contract sued each other

over the proper division of the profits and could litigate the case with evidence from

their own knowledge and files.  Under the panel’s highly restrictive view of the state

secrets doctrine, the Executive could not invoke that doctrine to stop the parties from

exposing national security secrets while litigating their claims, so long as they did not

seek discovery from the Government.  The Government would thus be faced with the

untenable choice between foregoing the use of private entities in connection with

secret government operations, or instead imposing onerous restrictions on the

information disclosed to such private entities — itself a highly problematic outcome,
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since the identification of particular information as sensitive might disclose

information that the Government does not wish to share.  For these reasons as well,

the panel’s approach to state secrets privilege would greatly undermine the

effectiveness of the privilege, and should be rejected.

CONCLUSION

For the foregoing reasons, this Court should affirm the judgment of the district

court.
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